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PROBLEMS IN DEFINING SUBJECT  
OF CRIMES COMMITTED THROUGH THE USE  

OF GLOBAL INFORMATION AND COMMUNICATION NETWORKS

Global communication network so actively implemented in professional and daily life, that imagine 
the existence of modern man without them is almost impossible, even if it is not an active Internet user.

As with any significant phenomenon of social life, the Internet inevitably becomes a sphere of ac­
tion of criminal groups and elements. Commercialization of global communication networks, the vast 
number of users and the growth of services rendered virtual provoke various kinds of illegal behavior. 

The problems of combating crimes in the field of computer technologies are largely due to their 
transboundary nature, when the existing borders between states, the distance between the perpetrator 
and the victim, the difference in their communication languages ​​are of no importance. In this case, only 
computer literacy and preparedness are important. It is to solve the problems associated with the subject 
of cybercrime, our study is devoted to, as there is a need to reduce the age criterion for people who 
committed offenses in the field of information. 

This article contains a number of recommendations of practical significance that will allow improv­
ing the current criminal legislation in the field under investigation. The conclusions made in the work can 
be applied both in the further scientific investigation of offenses in the field of informatization, and with 
the direct application of norms that provide liability for offenses in the field of informatization.
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қылмыс субъектілерін aнықтaу мәселелері

Компьютерлік технологияның дамуы жиырмасыншы ғасырдың аяғы мен жиырма бірінші 
ғасырдың басындағы адамзат өркениетінің нәтижесі болып табылады. Қазіргі уақытта 
компьютерлік технологияның көмегінсіз толыққанды жұмыс жасайтын бірде-бір сала жоқ, атап 
айтқанда, жекелеген базалық деректермен жұмыс істеу және бағдарламалармен қамтамасыз ету.

Компьютерлік және ақпараттық технологиялардың кеңінен таралуы компьютерлер арқылы 
жасалатын қылмыс түрлерінің пайда болуы мен артуына ықпал етті. Мұндай актілердің 
қылмыстық-құқықтық сипаттамаларына, оларды жасаған адамдарға, қылмысты алдын алу әдіс 
тәсілдеріне байланысты, сондай-ақ компьютерлік технологиялар саласындағы қылмыспен күрес, 
тергеу жұмыстарына қатысты объективтік қиындықтар туындайды.

Компьютерлік технологиялар саласында қылмыстарға қарсы күрес мәселелері негізінен 
олардың трансшекаралық сипатына байланысты, мемлекеттер арасындағы нақты шекаралар, 
Құқық бұзушы мен жәбiрленушiге арасындағы қашықтық, қарым-қатынас, олардың тілдерінде 
айырмашылық маңызды емес болып табылады. Бұл жағдайда тек компьютерлік сауаттылығы 
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мен дайындығы болуы маңызды. Киберқылмыс субъектісіне байланысты нақты мәселені шешу 
осы зерттеу жұмысында қарастырылған. Өйткені, ақпараттандыру саласында қылмыс жасаған 
адамдардың жас өлшемдерін төмендету қажеттілігінің уақыты келді.

Бұл мақалада зерттеу саласындағы қолданыстағы қылмыстық заңнаманы жетілдіру үшін 
практикалық маңызы бар бірқатар ұсыныстар берілген. Зерттеу қорытындылары ақпарат 
саласындағы құқық бұзушылықтар тақырыбын ары қарай ғылыми зерттеуге және ақпарат 
саласындағы құқық бұзушылық үшін жауапкершілікті қамтамасыз ету нормаларына тікелей 
пайдалануға болады.

Түйін сөздер: қылмыстылық, киберқылмыстылық, aқпaрaтты қорғaу, субъект, aрнaйы суб­
ъект, жaс мөлшері, жaуaптылық.
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Проблемы определения субъектa преступлений, совершaемых  
с использовaнием глобaльных информaционно-коммуникaционных сетей

Рaзвитие компьютерных технологий предстaвляет собой основу человеческой цивилизaции 
концa двaдцaтого и нaчaлa двaдцaть первого веков. В нaстоящее время прaктически нет ни од­
ной отрaсли, способной существовaть и полноценно функционировaть без компьютерных техно­
логий, в чaстности, прогрaммного обеспечения и рaзличных бaз дaнных.

Широкое рaспрострaнение компьютерных и информaционных технологий привело к появле­
нию и рaсширению спектрa преступлений, совершaемых посредством компьютеров. В этой связи 
возникaют объективные сложности, кaсaющиеся уголовно-прaвовой хaрaктеристики подобных 
деяний, лиц, совершaющих их, a тaкже связaнные со способaми и методaми профилaктики, борь­
бы и рaсследовaния преступлений в сфере компьютерных технологий.

Проблемы борьбы с преступлениями в сфере компьютерных технологий во многом обус­
ловлены их трaнсгрaничным хaрaктером, когдa имеющиеся грaницы между госудaрствaми, рaс­
стояния между преступником и потерпевшим, рaзницa в их языкaх общения не имеют никaкого 
знaчения. В этом случaе вaжность имеют лишь компьютернaя грaмотность и подготовленность. 
Именно решению проблем, связaнных с субъектом киберпреступлений, посвящено нaше иссле­
довaние, поскольку нaзрелa необходимость снижения возрaстного критерия для лиц, совершив­
ших прaвонaрушения в сфере информaтизaции. 

Дaннaя стaтья содержит ряд рекомендaций прaктического знaчения, что позволит усо­
вершенствовaть действующее уголовное зaконодaтельство в исследуемой облaсти. Выво­
ды, сделaнные в рaботе, могут применяться кaк при дaльнейшем нaучном исследовaнии 
прaвонaрушений в сфере информaтизaции, тaк и при непосредственном применении норм, пре­
дусмaтривaющих ответственность зa прaвонaрушения в сфере информaтизaции.

Ключевые словa: преступность, киберпреступность, зaщитa информaции, субъект, специaль­
ный субъект, возрaст, ответственность.

Introduction

The practical development of computer tech-
nology, the fact that it has become widespread and 
involved in all spheres of civilized person life and 
the world community has made appear new types 
and subtypes of already existing crimes. Such as 
computer or cyber crimes, namely unauthorized 
access to computer information and data, creation, 
use and dissemination of malicious software pro-
grams.

Cyber crimes are relatively new types of offenc-
es because of the extensive use of computer-based 

technology in person’s life and inadequacies in the 
present Penal Law of the Republic of Kazakhstan.

In this regard, relevance of the topic is obvious; 
it also reveals certain problems, primarily related to 
taking preventive actions and efforts to combat this 
type of crime, complicated by the controversial is-
sues in defining cyber crimes.

Certainly, defining subject of the crimes in ques-
tion is one of the main and difficult problems in ex-
plaining cyber crimes.

Research methods: analysis, synthesis, induc
tion, deduction, dialectical method, comparative-
legal, normative-logical, formal-legal.
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Results

From the general theory of criminal law and 
criminology we know that only a natural person 
in other words a human being can be subject of a 
crime [1; 2; 3; 4; 5; 6]. In addition, according to the 
national criminal legislation of the Republic of Ka-
zakhstan, a person of sound mind who has attained 
16 years of age by the time of the commission of a 
given crime shall be subject of a crime. (Article 15 
Section 1 of the Criminal Code of the Republic of 
Kazakhstan [7]).

Thus, only persons who have the ability to real-
ize the nature of their actions or omissions and who 
can be in control of their actions, in other words per-
sons of sound mind who have attained 16 years of 
age can be subjects of a cyber crime

Taking into consideration that cyber crimes are 
new types of crime, wide range of computer usage, 
coming down of the user age and active development 
of computer technology, there is a problem to bring 
to justice those who commit computer crimes which 
are outside of the scope of the generally accepted 
definition of the subject of a crime. Only persons 
who have attained 16 years of age shall be crimi-
nally liable but practice shows that persons under 16 
years of age are active users of personal computers 
and good at computer software that allows them to 
hack into other users’ devices through different net-
works. We have to admit that their activity has not 
caused irreparable injury or irreversible damage to 
the national security, but that does not mean it will 
last forever.

There are cases when computer geniuses have 
not attained 14 years of age, but they have the ability 
to use computers very skillfully for their own pur-
poses [8; 9].

If even the actions of the computer user who has 
not attained the age required by law shall be illegal, 
it will not be possible to bring him to justice, but his 
parents or legal guardians will be held strictly liable.

Thus, the subject of fraud is a natural person of 
sound mind who has attained 16 years of age. As S. 
Medvedev marks in his book, «nowadays minimum 
age of identity formation, together with criminal so-
cial identity has come down in comparison with that 
established by law before. Minimum age of criminal 
liability for high-tech fraud should be lowered to 14. 
That is because of the fact that in most cases the sub-
ject of high technology-based fraud and the victim 
do not have direct contact, and criminal attacks are 
made through the use of global information and com-
munication networks where a person can conceal (or 
enter fake) information not only about age but also 

gender, place of residence, occupation etc. «[10, 
p. 56; 11, с.169]. Often, fraud schemes are rather 
simple and juveniles move around the Internet quite 
easily. All this helps them to commit fraud. If their 
level of consciousness, the ability to be aware of the 
reality help them behave intelligently and realize the 
social danger of theft, we believe that persons who 
have attained 14 years of age are also able to realize 
the danger of committing fraud in the network.

Taking into consideration all mentioned above, 
there is a problem of bringing present criminal law 
of the Republic of Kazakhstan in accordance with 
the existing realities. Therefore amendments in 
Criminal Law will help to hold liable those who 
have committed certain crime covered by Articles 
of Chapter 7 of the Criminal Code of the Republic 
of Kazakhstan.

For a more complete disclosure of the problem 
we have studied the main categories of persons who 
are the subjects of computer crime or Internet crime.

So, the first group includes persons who carry 
out unauthorized access to computer information, 
Part 1 of Article 205 of the Criminal Code of the 
Republic of Kazakhstan (general subject). They can 
be described as following: a person of sound mind 
who has attained 16 years of age; any person who 
works with IT and network technologies; a person 
who uses IT and Internet services (authorized user), 
but has no right to work with a certain category of 
information or an unauthorized user.

In this regard, we should admit that Part 1 of 
Article 205 of the Criminal Code of the Republic 
of Kazakhstan does not stipulate that a person must 
have a certain position, be engaged in certain activi-
ties, or get some certain education. It means theo-
retically it can be any person under 16 years of age 
without any special education.

At the same time, such types of crime mostly 
are committed by persons with relatively high skills, 
especially when it comes to unauthorized access to 
computer data system or computer network, since 
it requires a complex technological and informa-
tion activities. Therefore, the more complex and so-
phisticated the way of unauthorized access is, the 
narrower the range of the alleged perpetrators will 
be. First of all it can be the technical staff of com-
puter systems or networks, developers of automated 
systems, their managers, operators, programmers, 
telecommunication engineers, information security 
specialists, etc.[12; 13, с.62; 14, с.16; 15, р.16]

In our opinion, age of criminal liability for high-
tech crime may be lowered, since more and more 
often (mostly abroad) such crimes are being com-
mitted by minors under the age of criminal liability 
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(mainly because of hooligan motives and personal 
ambitions).

It should be admitted that the source of in-
creased danger is the telecommunication network. 
Currently, however, if a person under 16 years of 
age commits a computer crime, he will be held li-
able in accordance with the norms of the Civil Law, 
as administrative responsibility for such acts is not 
established in the Republic of Kazakhstan.

The second group includes persons who break 
into information systems or telecom networks in pre-
vious concert or an organized group. This wrongful 
act is covered by Part 2 of Article 207 of the Crimi-
nal Code of the Republic of Kazakhstan. In this case, 
the number of persons involved in the crime com-
mission can be quite big. In addition, persons suffer-
ing from a new kind of mental disorders: «informa-
tion diseases» or computer phobias can increase the 
number of potential criminals. Specialized literature 
indicates that this category of diseases is caused 
by the systematic information hunger, information 
overload, wrong speed of getting information, sud-
den switching from one information process to an-
other, lack of time to get adapted to the information 
perceived, «information noise». The study of these 
issues is currently a branch of medicine which is 
called information medicine. Most workplaces are 
being equipped with personal computers, in order 
to improve data processing speed and use time more 
effectively, therefore many employees feel exposed 
because of technical stress which causes a computer 
phobia. That is, computer crimes can be commit-
ted by persons who suffer from this type of mental 
disorder. It is noted that criminal activities of the 
persons mentioned are mainly aimed at the physi-
cal destruction or damage of computers without any 
criminal intention. It happens because of partial or 
complete loss of control over their actions [16, p. 
34-35; 17, р. 317; 18, р.556; 19, с.137; 20, р.18]. 
The classification criteria are not always the same, 
quite a number of such classifications are offered in 
the legal literature. For example, we propose the fol-
lowing classification:

breakers of the computer using rules: they 
commit crimes because of lack of knowledge 
of technology, the desire to get acquainted with 
the information they are interested in, steal some 
software program or use computer services for free;

«white collars»: the so-called respectable crimi
nals: accountants, treasurers, financial managers 
of different companies. They are characterized by: 
use of computers to simulate the crime they plan 
to commit, computer blackmailing of competitors, 
falsification of information, etc. The purpose of their 

action is to obtain material benefits or conceal other 
crimes;

«computer spies,» well-trained technical 
specialists; their purpose is to get strategic 
information from different areas;

hackers («obsessed programmers»): the most 
technically and professionally trained individuals, 
good at computer science and programming. Their 
activities are aimed at unauthorized entry into com-
puter systems, theft, modification or destruction of 
data stored in them. Often they commit crimes with-
out having an intention to obtain direct tangible ben-
efits [21, p. 234; 22, р.154; 23, р.19].

Discussion

With the advent of the first computer crimes, 
such a group of criminals as hackers appeared.

The English word hacker speaks for itself (the 
one who hacks, cracks, cuts). Initially this name was 
given to programmers who preferred not to deal with 
already installed software on a new computer but 
delete («knock») everything and install programs 
they want. Gradually, the term has spread to all the 
computer fanatics and among them there appeared 
a classification, i.e. hackers are divided into several 
groups depending on the activity they have:

1.	 crackers: the ones who crack computer 
software. They crack program security to get material 
benefit. This is the largest group of hackers, and the 
damage from their activity is measured in millions 
of dollars. Crackers are the most dangerous enemies 
for commercial software. If they have an interest 
in breaking some software, sooner or later hacking 
will be done, despite the security complexity. Usual 
«working tool» of crackers is a cracking program 
which helps an attacker gain access on the system.

2.	 Phreakers: people who prefer alternative 
television and other communication services 
payment. Mainly they fraud PBX: free long-
distance calls; if there is a party line they make to 
pay the other subscriber for their telephone services 
etc. Phreakers also use the so-called «boxes» 
special electronic devices that perform various 
functions. For example, «color boxes» allow you 
to control the traffic light signals or allow you not 
to pay for the made calls on touch-tone phones etc. 
However, according to the criminal law not every 
act of phreaking is a computer crime, for example, 
unauthorized connection to subscriber’s phone line 
in order to make free calls cannot be defined as 
computer crime. This group of crimes is covered by 
Article 213 of the Criminal Code of the Republic 
of Kazakhstan. «Unauthorized modification of the 
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identification code of subscriber mobile device, 
modification of subscriber identification device, 
as well as the creation, use and dissemination of 
programs for changing identification code of the 
subscriber device», or if there are necessary evidence 
of such actions, all these are considered to be usual 
fraud and unfortunately very difficult to prove.

3.	 Carders pay their expenses with other 
people’s credit cards. This group of hackers is not so 
big because one needs deep knowledge in the field 
of radio electronics and circuits programming to 
succeed in «carding». But at the same time it is one 
of the most complicated methods of fraud, divided 
into: «stuff carding», «adult», money-laundering 
through remittance services. It should be noted that 
other types of carding may also appear.

4.	 Network hackers, in other sources 
«information travelers». This type of phreakers 
appeared in connection with the development of 
network technology. Internet provider services were 
quite expensive, so many computer scientists tried to 
gain unauthorized access using «holes» in software 
technologies. Among the network hackers, there are 
selfless highly qualified people, and those who sell 
their work for money [24, p. 108-109].

Conclusion

Depending on the goals, objectives and modus 
operandi, hackers can be divided into: non-criminal 
and criminal hackers, and in each of the above 
mentioned groups the following classification is 
possible:

1.	 Amateur hackers who as a rule have not 
attained 15 years of age and want to achieve one 
of three goals: gaining access to the system to find 
out its purpose; gaining access to gaming programs; 
modify or delete the data, as well as leaving a mark, 
for example an obscene or insulting note. Their 
motivations to gain access to the system may be 
different: they vary from the desire to experience the 
emotional lift when you play with the computer to 
the feeling of power over the hated boss (provider, 
etc...). These types of activities can be done by 
professional programmers as well amateurs. A 
significant number of perpetrators are gamers, 
usually between the ages of 15 and sometimes 
even 12 and 25. However, some of them start not 
only to look through the information, but also take 
an interest in the contents of the files, and this is 
a serious threat, because in this case it is difficult 
to distinguish between harmless mischief and 
intentional act [14, p.68].

2.	 Qualified hackers who perfectly know 

computing and communication system spend a lot 
of time on thinking about the ways how to break into 
systems and even more time on experimenting with 
those systems. Their goal is to identify and overcome 
the security system, to explore the possibilities of 
computer and after achieving the goal leave with 
satisfaction.

These people have high qualification and realize 
that the level of risk is low, as they do not have 
motives of destruction or theft.

The category of criminal professionals typically 
include: criminal groups that pursue political goals; 
individuals seeking to obtain information for the 
purpose of industrial espionage, and, finally, the 
groups of individuals who seek profit. Professional 
hackers try to minimize the risk, so they look for and 
involve in their actions working or recently resigned 
employees of the target company because the risk 
of being detected trying to entry in banking system 
from outside is rather high.

As for the age of these persons in the legal lit-
erature there are different age limits: basically not 
higher than 30-35. At the same time it is believed 
that between 15 and 25 years of age hacker is not 
rich and unselfish and starting with 30-35 years of 
age begins to look for ways of illegal enrichment 
[25, p. 348; 26, р.672; 27, р.284; 28; 29, р.215; 30].

Thus, based on our studies, we should admit 
the fact that current criminal laws of the Republic 
of Kazakhstan in combating computer crime do not 
correspond to present realities and need to be im-
proved.

Firstly, the definition of subject of high-tech 
crimes should be amended. In our opinion, subject 
of crime should be defined as a person of sound 
mind who has attained 14 years of age.

At the same time there are several categories of 
subjects of the crime:

1) persons who carry out unauthorized access to 
computer information, Part 1 of Article 205 of the 
Criminal Code of the Republic of Kazakhstan (gen-
eral subject);

2) group of persons who carry out unauthorized 
access to computer information in previous concert 
or an organized group – Part 2 of Article 207 of the 
Criminal Code of the Republic of Kazakhstan;

3) persons who create, use and disseminate ma-
licious computer programs and software abusing of-
ficial position, – Part 2 of Article 210 of the Crimi-
nal Code of the Republic of Kazakhstan.

Secondly, it is appropriate to amend Part 2 of 
Article 15 of the Criminal Code of the Republic of 
Kazakhstan: «Persons who have attained 14 years of 
age by the time of the commission of a crime shall 
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be criminally liable ... .for unauthorized access to 
computer information, creation, use and dissemina-
tion of malicious computer programs (Chapter 7 of 
the Criminal Code of the Republic of Kazakhstan).»

In summary, it is important to note that number 

of issues discussed in this Article concerning main 
types of crimes committed through the use of global 
information and communication network, as well as 
number of problems in defining the subject of such 
crimes is rather big, and we have tried to analyze 

them from the position that helps to define types and subjects of all categories of computer crimes. However, 
each type and subtype of computer crimes committed through the use of the global information and commu-
nication network, has its own specific features, which will be discussed in more detail in subsequent sections 
of this monographic work.
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