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PROBLEMS IN DEFINING SUBJECT
OF CRIMES COMMITTED THROUGH THE USE
OF GLOBAL INFORMATION AND COMMUNICATION NETWORKS

Global communication network so actively implemented in professional and daily life, that imagine
the existence of modern man without them is almost impossible, even if it is not an active Internet user.

As with any significant phenomenon of social life, the Internet inevitably becomes a sphere of ac-
tion of criminal groups and elements. Commercialization of global communication networks, the vast
number of users and the growth of services rendered virtual provoke various kinds of illegal behavior.

The problems of combating crimes in the field of computer technologies are largely due to their
transboundary nature, when the existing borders between states, the distance between the perpetrator
and the victim, the difference in their communication languages are of no importance. In this case, only
computer literacy and preparedness are important. It is to solve the problems associated with the subject
of cybercrime, our study is devoted to, as there is a need to reduce the age criterion for people who
committed offenses in the field of information.

This article contains a number of recommendations of practical significance that will allow improv-
ing the current criminal legislation in the field under investigation. The conclusions made in the work can
be applied both in the further scientific investigation of offenses in the field of informatization, and with
the direct application of norms that provide liability for offenses in the field of informatization.

Key words: crime, cybercrime, information protection, subject, special subject, age, Responsibility.
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KbIAMBIC CyObeKTiAepiH aHbIKTay MaceAeAepi

KOMMbIOTEPAIK TEXHOAOTUSAHBIH, AaMybl >KMbIPMACbIHLLIbI FACbIPAbIH, asfbl MEH >XMblpMa OipiHLLi
FacblpablH  0acblHAAFbl apaam3aT OPKEHUETIHIH HaTuxkeci 0oAbin TabblAaabl. Kasipri yakpitTa
KOMIMbIOTEPAIK TEXHOAOTMSIHbIH, KOMETTHCI3 TOAbIKKAHABI >KYMbIC >KacanTbiH 6ipae-6ip caAa >oK, aTarn
ANTKAHAQ, >kekeAereH 6a3aAblk, AEPEKTEPMEH XKYMbIC iCTey >kaHe GaraapAaMacapMeH KamTamachi3 eTy.

KoMMblOTEPAIK >K8He akmnapaTTblK, TEXHOAOTMSAAAPAbIH KEHIHEH TapaAybl KOMMbIOTEPAED apPKbIAbI
’KaCaAaTblH KbIAMBIC TYPAEpPiHiH nanmaa GOAybl MeH apTyblHa bIKMaA €TTi. MyHAQ aKTiAepAiH
KbIAMbICTbIK-KYKbIKTbIK, CUMaTTaMaAapbliHa, OAAPAbI YKacaFaH aAaMAAPFa, KbIAMbICTbl aAAbIH aAy BAIC
ToCiAAEpiHE 0aMAAHbICTbI, COHAAM-aK, KOMMbIOTEPAIK TEXHOAOTMSAAP CAAACbIHAAFbI KbIAMBICTIEH KYPEC,
Teprey >KyMbICTapbIHA KATbICTbl 0ObeKTUBTIK KMbIHAbIKTAP TYbIHAAMADI.

KOMMbIOTEPAIK TEXHOAOIMSIAQP CaAacCblHAQ KbIAMbICTapFa KApCbl Kypec MaCeAeAepi HerisiHeH
OAapPAbIH, TpaHCLIeKapaAblK, cMMaTbiHa OaMAaHbICTbl, MEMAEKETTEP apacbliHAAFbl HAKTbl LUeKapaAap,
Kykbik, 6Y3yLibl MeH »o6ipAeHyLlire apacbiHAAFbl KAWbIKTHIK, KapbIM-KaTbIHAC, OAAPAbBIH TIAAEPIHAE
albIPMaLLbIAbIK, MaHbI3Abl emMeC GOAbIN TabblAaAbl. ByA karaarmaa TeK KOMMbIOTEPAIK CayaTTbIAbIFbI
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MeH AaiibIHAbBIFbI 6OAYbI MaHbI3Abl. KnMGepKbIAMbBIC CyObekTiCiHe 6arAaHbICTbl HAKTbl MOCEAEHI LeLly
OCbl 3epTTey XYMbICbIHAQ KapacTbIpbIAFaH. ©OWTKeHi, aknapaTTaHAbIPY CaAaCblIHAA KbIAMBIC >KacarFaH
aAAMAQPAbIH >Kac ©ALIEMAEPIH TOMEHAETY KaXKETTIAIFIHIH YaKbITbl KEAAI.

Bya Makanapa 3epTTey caAnacblHAAFbl KOAAQHBICTaFbl KbIAMBICTbIK, 3aHHAaMaHbl XEeTIAAIPY YLUiH
MpaKkTMKaAbIK, MaHbI3bl 6ap OGipkatap ycbiHbICTap 6epiAreH. 3epTTey KOPbITbIHAbIAAPbBI aKmapat
CaAaCblHAAFbI KYKbIK, OY3yLIbIABIKTAP TaKblPblObiH apbl Kapai FbIAbIMM 3epTTeyre >oHe akrnapat
CaAaCblHAAFbI KYKbIK OY3YLIbIAbIK, YLUiH >KayarnkepLliAikTi KamTamacbl3 eTy HOpMaAapbiHa TiKeAen
nanaasaHyra 60AaAbl.

TyHiH ce3aep: KbIAMbICTBIABIK, KMOEPKbIAMBICTbIAIK, aKMapaTTbl KOpFay, CybbekT, apHambl cy6-
BEKT, YKaC MOALLEPI, >KayanTbIAbIK,
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C MCMOAb30BaHMEM IAOBAAbHbIX MH(bOpMaLI,MOHHO-KOMMYHMKaLI,MOHHbIX ceTen

PasBuTME KOMMbIOTEPHbBIX TEXHOAOTMI MPEACTABASET COBOM OCHOBY YEAOBEYECKOM LIMBUAM3ALIMM
KOHLIAa ABaALIATOrO M HayaAa ABaALLAThb MEpPBOro BeKOB. B HacTosllee Bpems NpakTMYeCKM HET HU OA-
HOM OTPaCcAM, CMOCOBHOM CyLLIECTBOBATb M MOAHOLEHHO (DYHKLMOHUPOBATh 6€3 KOMMbIOTEPHbIX TEXHO-
AOTUI, B YaCTHOCTM, NPOrPaMMHOro o6ecredeHns 1 pasAnyHbIx 6a3 AaHHbIX.

LLInpokoe pacnpocTpaHeHne KOMMbIOTEPHbIX 1 MHPOPMALIMOHHbBIX TEXHOAOT M1 MPUBEAO K MOSIBAE-
HMIO W pacCLUMPEHUIO CMIEKTPA NPECTYNAEHMIA, COBEpPLLAEMbIX MOCPEACTBOM KOMMbIOTEPOB. B 3TOI CBSI3U
BO3HMKAIOT 06BLEKTMBHbBIE CAOXHOCTM, KaCaloWMECs YrOAOBHO-TPABOBOM XapaKTEPUCTUKM MOAOBHbIX
AESHUIA, AWML, COBEPLUAIOLLMX MX, @ TAKXKe CBA3aHHbIE CO CNocobamm 1 METOAAMM MPOMPUAAKTUKM, GOPb-
Obl 1 PACCAEAOBAHUS MPECTYNAEHUIA B C(DEpe KOMIMbIOTEPHbBIX TEXHOAOTUIA.

[Mpo6AaeMbl 60pbObI C MPECTYNAEHUSIMM B Chepe KOMIMbIOTEPHbIX TEXHOAOTMIA BO MHOTOM 06YC-
AOBAEHbI MX TPAHCTPAHUYHbIM XapaKTEPOM, KOrAQ MMEIOLLIMECS IPaHULbI MEXAY FOCYAAPCTBaMM, pac-
CTOSIHUS MEXKAY MPECTYMHMKOM M MOTEPreBLIMM, Pa3HMLA B MX g3blKax OOLWEHWS He MMEIOT HUKAKOro
3HayeHMs. B 3ToM cAyyae Ba>KHOCTb MMEIOT AWLLb KOMMbIOTEPHAs FPaMOTHOCTb M MOAFOTOBAEHHOCTb.
MMeHHO pelueHunio npo6AemM, CBS3aHHbIX C CYy6GbeKTOM KMBEpnpecTynAeHmi, NMOoCBALIEHO Hallle UCCAe-
AOBaHUE, MOCKOAbKY Ha3dpeAa HEOOXOAMMOCTb CHUXKEHMS BO3PACTHOIO KPUTEPUSI AAS AULL, COBEPLLMB-
LUMX NpaBoHApYyLUeHWs B cchepe MHopMaTU3aLmm.

AaHHag CTaTbs COAEPXMUT psiA PEKOMEHAALMIA MPAKTUYECKOro 3HauyeHus, UYTO MO3BOAWUT YCO-
BEPLIEHCTBOBATb AEMCTBYIOLIEE YrOAOBHOE 3aKOHOAATEAbCTBO B MCCAeAyemor o6Aactu. BbiBo-
Abl, CA€AaHHble B paboTe, MOryT MPUMEHATLCS KaK MPU AAAbHENLLIEM HayYHOM WCCAEAOBaHMM
npaBoHapyLleHuin B cdhepe MHpopmaTm3aLMm, Tak U Npu HEMOCPEACTBEHHOM MPUMEHEHUN HOPM, Mpe-
AyCMaTpMBaloOLWMX OTBETCTBEHHOCTb 3a NMPaBOHapYyLUeHns B cpepe nHpopmMaTmaumm.

KAtoueBble cAOBa: NPeCTynHOCTb, KUGEPNPECTYNHOCTb, 3almMTa MHOPMaLmmM, CyObekT, crieumanb-
HbI Cy6bEKT, BO3PACT, OTBETCTBEHHOCTb.

Introduction

The practical development of computer tech-
nology, the fact that it has become widespread and
involved in all spheres of civilized person life and
the world community has made appear new types
and subtypes of already existing crimes. Such as
computer or cyber crimes, namely unauthorized
access to computer information and data, creation,
use and dissemination of malicious software pro-
grams.

Cyber crimes are relatively new types of offenc-
es because of the extensive use of computer-based

technology in person’s life and inadequacies in the
present Penal Law of the Republic of Kazakhstan.

In this regard, relevance of the topic is obvious;
it also reveals certain problems, primarily related to
taking preventive actions and efforts to combat this
type of crime, complicated by the controversial is-
sues in defining cyber crimes.

Certainly, defining subject of the crimes in ques-
tion is one of the main and difficult problems in ex-
plaining cyber crimes.

Research methods: analysis, synthesis, induc-
tion, deduction, dialectical method, comparative-
legal, normative-logical, formal-legal.
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Results

From the general theory of criminal law and
criminology we know that only a natural person
in other words a human being can be subject of a
crime [1; 2; 3; 4; 5; 6]. In addition, according to the
national criminal legislation of the Republic of Ka-
zakhstan, a person of sound mind who has attained
16 years of age by the time of the commission of a
given crime shall be subject of a crime. (Article 15
Section 1 of the Criminal Code of the Republic of
Kazakhstan [7]).

Thus, only persons who have the ability to real-
ize the nature of their actions or omissions and who
can be in control of their actions, in other words per-
sons of sound mind who have attained 16 years of
age can be subjects of a cyber crime

Taking into consideration that cyber crimes are
new types of crime, wide range of computer usage,
coming down of the user age and active development
of computer technology, there is a problem to bring
to justice those who commit computer crimes which
are outside of the scope of the generally accepted
definition of the subject of a crime. Only persons
who have attained 16 years of age shall be crimi-
nally liable but practice shows that persons under 16
years of age are active users of personal computers
and good at computer software that allows them to
hack into other users’ devices through different net-
works. We have to admit that their activity has not
caused irreparable injury or irreversible damage to
the national security, but that does not mean it will
last forever.

There are cases when computer geniuses have
not attained 14 years of age, but they have the ability
to use computers very skillfully for their own pur-
poses [8; 9].

If even the actions of the computer user who has
not attained the age required by law shall be illegal,
it will not be possible to bring him to justice, but his
parents or legal guardians will be held strictly liable.

Thus, the subject of fraud is a natural person of
sound mind who has attained 16 years of age. As S.
Medvedev marks in his book, «nowadays minimum
age of identity formation, together with criminal so-
cial identity has come down in comparison with that
established by law before. Minimum age of criminal
liability for high-tech fraud should be lowered to 14.
That is because of the fact that in most cases the sub-
ject of high technology-based fraud and the victim
do not have direct contact, and criminal attacks are
made through the use of global information and com-
munication networks where a person can conceal (or
enter fake) information not only about age but also
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gender, place of residence, occupation etc. «[10,
p. 56; 11, ¢.169]. Often, fraud schemes are rather
simple and juveniles move around the Internet quite
easily. All this helps them to commit fraud. If their
level of consciousness, the ability to be aware of the
reality help them behave intelligently and realize the
social danger of theft, we believe that persons who
have attained 14 years of age are also able to realize
the danger of committing fraud in the network.

Taking into consideration all mentioned above,
there is a problem of bringing present criminal law
of the Republic of Kazakhstan in accordance with
the existing realities. Therefore amendments in
Criminal Law will help to hold liable those who
have committed certain crime covered by Articles
of Chapter 7 of the Criminal Code of the Republic
of Kazakhstan.

For a more complete disclosure of the problem
we have studied the main categories of persons who
are the subjects of computer crime or Internet crime.

So, the first group includes persons who carry
out unauthorized access to computer information,
Part 1 of Article 205 of the Criminal Code of the
Republic of Kazakhstan (general subject). They can
be described as following: a person of sound mind
who has attained 16 years of age; any person who
works with IT and network technologies; a person
who uses IT and Internet services (authorized user),
but has no right to work with a certain category of
information or an unauthorized user.

In this regard, we should admit that Part 1 of
Article 205 of the Criminal Code of the Republic
of Kazakhstan does not stipulate that a person must
have a certain position, be engaged in certain activi-
ties, or get some certain education. It means theo-
retically it can be any person under 16 years of age
without any special education.

At the same time, such types of crime mostly
are committed by persons with relatively high skills,
especially when it comes to unauthorized access to
computer data system or computer network, since
it requires a complex technological and informa-
tion activities. Therefore, the more complex and so-
phisticated the way of unauthorized access is, the
narrower the range of the alleged perpetrators will
be. First of all it can be the technical staff of com-
puter systems or networks, developers of automated
systems, their managers, operators, programmers,
telecommunication engineers, information security
specialists, etc.[12; 13, ¢.62; 14, c.16; 15, p.16]

In our opinion, age of criminal liability for high-
tech crime may be lowered, since more and more
often (mostly abroad) such crimes are being com-
mitted by minors under the age of criminal liability

International relations and international law journal. Ne2 (78). 2017 155



Problems in defining subject of crimes committed through the use of global information and communication networks

(mainly because of hooligan motives and personal
ambitions).

It should be admitted that the source of in-
creased danger is the telecommunication network.
Currently, however, if a person under 16 years of
age commits a computer crime, he will be held li-
able in accordance with the norms of the Civil Law,
as administrative responsibility for such acts is not
established in the Republic of Kazakhstan.

The second group includes persons who break
into information systems or telecom networks in pre-
vious concert or an organized group. This wrongful
act is covered by Part 2 of Article 207 of the Crimi-
nal Code of the Republic of Kazakhstan. In this case,
the number of persons involved in the crime com-
mission can be quite big. In addition, persons suffer-
ing from a new kind of mental disorders: «informa-
tion diseases» or computer phobias can increase the
number of potential criminals. Specialized literature
indicates that this category of diseases is caused
by the systematic information hunger, information
overload, wrong speed of getting information, sud-
den switching from one information process to an-
other, lack of time to get adapted to the information
perceived, «information noise». The study of these
issues is currently a branch of medicine which is
called information medicine. Most workplaces are
being equipped with personal computers, in order
to improve data processing speed and use time more
effectively, therefore many employees feel exposed
because of technical stress which causes a computer
phobia. That is, computer crimes can be commit-
ted by persons who suffer from this type of mental
disorder. It is noted that criminal activities of the
persons mentioned are mainly aimed at the physi-
cal destruction or damage of computers without any
criminal intention. It happens because of partial or
complete loss of control over their actions [16, p.
34-35; 17, p. 317; 18, p.556; 19, c.137; 20, p.18].
The classification criteria are not always the same,
quite a number of such classifications are offered in
the legal literature. For example, we propose the fol-
lowing classification:

breakers of the computer using rules: they
commit crimes because of lack of knowledge
of technology, the desire to get acquainted with
the information they are interested in, steal some
software program or use computer services for free;

«white collars»: the so-called respectable crimi-
nals: accountants, treasurers, financial managers
of different companies. They are characterized by:
use of computers to simulate the crime they plan
to commit, computer blackmailing of competitors,
falsification of information, etc. The purpose of their

action is to obtain material benefits or conceal other
crimes;

«computer  spies,» well-trained technical
specialists; their purpose is to get strategic
information from different areas;

hackers («obsessed programmers»): the most
technically and professionally trained individuals,
good at computer science and programming. Their
activities are aimed at unauthorized entry into com-
puter systems, theft, modification or destruction of
data stored in them. Often they commit crimes with-
out having an intention to obtain direct tangible ben-
efits [21, p. 234; 22, p.154; 23, p.19].

Discussion

With the advent of the first computer crimes,
such a group of criminals as hackers appeared.

The English word hacker speaks for itself (the
one who hacks, cracks, cuts). Initially this name was
given to programmers who preferred not to deal with
already installed software on a new computer but
delete («knock») everything and install programs
they want. Gradually, the term has spread to all the
computer fanatics and among them there appeared
a classification, i.e. hackers are divided into several
groups depending on the activity they have:

1. crackers: the ones who crack computer
software. They crack program security to get material
benefit. This is the largest group of hackers, and the
damage from their activity is measured in millions
of dollars. Crackers are the most dangerous enemies
for commercial software. If they have an interest
in breaking some software, sooner or later hacking
will be done, despite the security complexity. Usual
«working tool» of crackers is a cracking program
which helps an attacker gain access on the system.

2. Phreakers: people who prefer alternative
television and other communication services
payment. Mainly they fraud PBX: free long-
distance calls; if there is a party line they make to
pay the other subscriber for their telephone services
etc. Phreakers also use the so-called «boxes»
special electronic devices that perform various
functions. For example, «color boxes» allow you
to control the traffic light signals or allow you not
to pay for the made calls on touch-tone phones etc.
However, according to the criminal law not every
act of phreaking is a computer crime, for example,
unauthorized connection to subscriber’s phone line
in order to make free calls cannot be defined as
computer crime. This group of crimes is covered by
Article 213 of the Criminal Code of the Republic
of Kazakhstan. «Unauthorized modification of the
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identification code of subscriber mobile device,
modification of subscriber identification device,
as well as the creation, use and dissemination of
programs for changing identification code of the
subscriber device», or if there are necessary evidence
of such actions, all these are considered to be usual
fraud and unfortunately very difficult to prove.

3. Carders pay their expenses with other
people’s credit cards. This group of hackers is not so
big because one needs deep knowledge in the field
of radio electronics and circuits programming to
succeed in «carding». But at the same time it is one
of the most complicated methods of fraud, divided
into: «stuff carding», «adult», money-laundering
through remittance services. It should be noted that
other types of carding may also appear.

4. Network hackers, in other sources
«information travelers». This type of phreakers
appeared in connection with the development of
network technology. Internet provider services were
quite expensive, so many computer scientists tried to
gain unauthorized access using «holes» in software
technologies. Among the network hackers, there are
selfless highly qualified people, and those who sell
their work for money [24, p. 108-109].

Conclusion

Depending on the goals, objectives and modus
operandi, hackers can be divided into: non-criminal
and criminal hackers, and in each of the above
mentioned groups the following classification is
possible:

1. Amateur hackers who as a rule have not
attained 15 years of age and want to achieve one
of three goals: gaining access to the system to find
out its purpose; gaining access to gaming programs;
modify or delete the data, as well as leaving a mark,
for example an obscene or insulting note. Their
motivations to gain access to the system may be
different: they vary from the desire to experience the
emotional lift when you play with the computer to
the feeling of power over the hated boss (provider,
etc...). These types of activities can be done by
professional programmers as well amateurs. A
significant number of perpetrators are gamers,
usually between the ages of 15 and sometimes
even 12 and 25. However, some of them start not
only to look through the information, but also take
an interest in the contents of the files, and this is
a serious threat, because in this case it is difficult
to distinguish between harmless mischief and
intentional act [14, p.68].

2. Qualified hackers who perfectly know
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computing and communication system spend a lot
of time on thinking about the ways how to break into
systems and even more time on experimenting with
those systems. Their goal is to identify and overcome
the security system, to explore the possibilities of
computer and after achieving the goal leave with
satisfaction.

These people have high qualification and realize
that the level of risk is low, as they do not have
motives of destruction or theft.

The category of criminal professionals typically
include: criminal groups that pursue political goals;
individuals seeking to obtain information for the
purpose of industrial espionage, and, finally, the
groups of individuals who seek profit. Professional
hackers try to minimize the risk, so they look for and
involve in their actions working or recently resigned
employees of the target company because the risk
of being detected trying to entry in banking system
from outside is rather high.

As for the age of these persons in the legal lit-
erature there are different age limits: basically not
higher than 30-35. At the same time it is believed
that between 15 and 25 years of age hacker is not
rich and unselfish and starting with 30-35 years of
age begins to look for ways of illegal enrichment
[25, p. 348; 26, p.672; 27, p.284; 28; 29, p.215; 30].

Thus, based on our studies, we should admit
the fact that current criminal laws of the Republic
of Kazakhstan in combating computer crime do not
correspond to present realities and need to be im-
proved.

Firstly, the definition of subject of high-tech
crimes should be amended. In our opinion, subject
of crime should be defined as a person of sound
mind who has attained 14 years of age.

At the same time there are several categories of
subjects of the crime:

1) persons who carry out unauthorized access to
computer information, Part 1 of Article 205 of the
Criminal Code of the Republic of Kazakhstan (gen-
eral subject);

2) group of persons who carry out unauthorized
access to computer information in previous concert
or an organized group — Part 2 of Article 207 of the
Criminal Code of the Republic of Kazakhstan;

3) persons who create, use and disseminate ma-
licious computer programs and software abusing of-
ficial position, — Part 2 of Article 210 of the Crimi-
nal Code of the Republic of Kazakhstan.

Secondly, it is appropriate to amend Part 2 of
Article 15 of the Criminal Code of the Republic of
Kazakhstan: «Persons who have attained 14 years of
age by the time of the commission of a crime shall
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be criminally liable ... .for unauthorized access to
computer information, creation, use and dissemina-
tion of malicious computer programs (Chapter 7 of
the Criminal Code of the Republic of Kazakhstan).»

In summary, it is important to note that number

of issues discussed in this Article concerning main
types of crimes committed through the use of global
information and communication network, as well as
number of problems in defining the subject of such
crimes is rather big, and we have tried to analyze

them from the position that helps to define types and subjects of all categories of computer crimes. However,
each type and subtype of computer crimes committed through the use of the global information and commu-
nication network, has its own specific features, which will be discussed in more detail in subsequent sections
of this monographic work.
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