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THE PROTECTION OF COPYRIGHT IN THE DEVELOPMENT
OF NEW DIGITAL TECHNOLOGIES

There is an assumption that as a type of intellectual property, copyright has become more vulnerable
and at risk due to the new technologies and digital information. It can be argued that a digital world
allows people to copy easier, cheaper and faster copyrighted materials, therefore increasing the threat
of copyright infringement. For example any person is able to copy, reproduce or distribute to public a
large number of copyright work such as music, photocopies or literary works through the internet. Re-
cent technological advances, in particularly high-speed Internet connections have helped make the legal
storage and dissemination of such works more efficient and marketable. By considering a current situa-
tion, the author raises a legal question whether a legal framework for the protection of the copyright is
effective or not. To answer for the question, the author shows some problems which have been emerged
around copyright such as file sharing, illicit copying and piracy and refers to a number of cases which
based on Anglo-American legal system. By reviewing the legal framework against copyright infringement
such as the Copyright, Designs and Patents Act 1988 (CDPA) and the Digital Millennium Copyright Act
1998(DMCA), the authors concludes that regardless of mass digitization, copyright is still considered to
be an useful and appropriate protection for copyright owners.
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J)KaHa caHABIK, TEXHOAOTUSIAAPADBIH, AAMY Ke3eHiHAeri
ABTOPABIK, KYKbIKTbl KOpFay

Kasipri yakpITTa >KaHa TEXHOAOIMSIAQP MEH aknapaTTblK, KOFaMHbIH KQPKbIHAbI AAMYbl — 3USITKEPAIK
MEHLIIK KYKbIK TYPAEpiHe, acipece, aBTOPAbIK, KYKbIKKA bIKMaA eTyae. OnTKeHi, Toxipnbe kepceTin
OTbIpFaHAQM Ke3 KeAreH aAam aBTOPAbIK, KYKbIK, MaTepUaAAAPbIHA CaHABIK, TEXHOAOTMS apKbIAbl OHaM,
ap3aH api >KbIAAAM KOA KeTKi3in aBTOPAbIK, KYKbIKTbIH 6peckeA Gy3blAyblHa >KOA 6epin oTbip. Mbicanbl,
Ke3 KeAreH asamar MHTEepPHET-PeCYpPC apKblAbl aBTOPAbIK, KYKbIKTbIH 0ObekTiAepi GOAbIM TabblAATbIH
MUAAMOHAAFAH GerHe, My3blka >KOHE 9AEOMET TybIHAbIAAQPbIH €pKiH KeLlipin, KaiTa LbliFapbin He
JKapusAbl TypAe Taparta araabl. Kasipri KaAbiNTackaH >KarAaniAbl eCKepe OTbIpbIf, aBTOp aFbiMAAFbI
3aHHaMaHbIH, aBTOPAbIK, KYKbIKTbl KOPFayAarbl >Kal-KyMi TypaAbl maceAeHi keTepeai. Ocbl cypakka
>kayan 6epy MakcaTblHAQ aBTOPAAP aHrAO-aMepMKaH 3aH, >KYMEeCIHAEri Kencrepre CymeHe OTbIpbir,
ABTOPABIK, KYKbIKKA KATbICTbl (halAMeH BOAICY, 3aHCbI3 KOLLipy X8He CaHAbIK, KapakbIAbIK, TOpi3Ai
KYKbIKOY3YLIbIAbIKTAapFa TOKTAaAaAbl. ABTOPAbIK, KYKbIKOY3YLIbIAbIKKA KapChl 3aHHaMaAapra, acipece,
YAbIOpUTaHMsIHBbIH, 1988 >KbIAFbl ABTOPAbIK, KYKbIK, AM3anH >keHe [laTeHT Typaabl >koHe Kypama
LLtatTapabiH, 1998 »biaFbl CaHAbIK, MBIHXXbIAABIK, ABTOPAbIK, KYKbIK, TypaAbl 3aHAAPbIHA LLOAY
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3aumMTa aBTOPCKMX MPaB B YCAOBUSIX PAa3BUTHUS HOBbIX LIMCDPOBbIX TEXHOAOIMiA

B cBS3M C pa3BMTMEM HOBbIX TEXHOAOTMI U LUMEPPOBOIM MHPOPMaLMM aBTOPCKOE MPaABO Kak BUA
WMHTEAAEKTYaAbHOM COBCTBEHHOCTM CTaAO BOAEE YS3BMMbIM M MOABEP KEHHbIM PUcKy. Kak nokasbiBaer
peaAbHbIt MUP, UMDPOBbIE TEXHOAOT MM MO3BOASIOT AIOASIM KOMMPOBaTb GOAEe MPUMUTUBHBIE, OoAee
AeleBble 1 ObICTpble MaTepuaAbl, 3allMILEHHble aBTOPCKMMM MpaBamu, YTO YBEAMUMBAET Yrposy
HapylleHns aBTOPCKMX MpaB. Hanpumep, Al060e AMLO MOXKET KOMUPOBaTb, BOCMPOM3BOAMTL WMAM
pacnpoCcTpaHsTb OGOAbLIOE KOAMYECTBO aBTOPCKMX MPOM3BEAEHMI, TakMX Kak My3blka, ()OTOKOMMUM
VAW  AUTEpATYpHble TPOM3BEAEHUS 4Yepe3 UHTepHeT. [locAepHMEe TexHUYeckue AOCTMXKEHMS,
0CO6EHHO B 06AACTM BbICOKOCKOPOCTHOIO MOAKAIOYEHUSI K MHTEPHETY, MOMOIAM CAEAaTb XpaHeHue
M pacrnpocTpaHeHWe TakMX MpPou3BeAeHuin 6oAee 3(PGEKTUBHBIM M BOCTPEOOBAHHbIM HA PbIHKE.
OueHuBas TEKYLLYIO CUTyauuio, aBTOPbl MOAHMMAIOT MPABOBOM BOMPOC 06 3(h(HEKTUBHOCTM NMPABOBOM
OCHOBbI 3alLMTbl aBTOPCKMX MpaB. YToObl OTBETUTL Ha 3TOT BOMPOC, aBTOPbI YKa3blBAOT HEKOTOPbIE
Npo6AEMbI, BO3HMKLLME M0 MOBOAY 3alMTbl aBTOPCKOr0 MNpPaBa, TakMe Kak COBMECTHOE UCMOAb30BaHMe
aiiAoB, HE3AKOHHOE KOMUPOBAHME M MUPATCTBO M CCbIAQIOTCS HA PSAA KIMCOB, OCHOBAHHbIX Ha aHIAO-
aMepMKaHCKOM MpaBoBoi cucTeme. [poBeaeH aHaAM3 3apy6BexXHOro 3aKOHOAATEAbCTBA MO 3allmTe
aBTOPCKMX npas: 3akoH 1988 roaa «O6 aBTOPCKMX NpaBax, Am3anHos 1 nateHTax (CDPA)» 1 3akoH 1998
roaa «O6 aBTopckoM rpaee B umdposyto 3noxy (DMCA)». B 3akAIOUEHUM aBTOPbI NMPUXOAST K BbIBOAY,
YTO HE3aBMCMMO OT MACCOBOM UM(POBU3aLMM aBTOPCKOE MPaABO HE YyTPAaTUAO CBOEN aKTYaAbHOCTU M

AOCTOBEpPHOCTH.

KAroueBble caoBa: ABTOPCKOe npaBoOHapyLweHune, LlVICprBble TEXHOAOI'MN, COBMECTHOE MNCMOAb30-

BaHue Cbal71/\OB, KOnMpoBaHue, NnpaTCTBO.

Introduction

In recent years, digital technology has touched
almost all our public and private lives, performing
the way that we communicate with one another
and engage with the world around us. The digital
technology not only has changed the way in which
entertainment and media are consumed and distrib-
uted, but it also has broken the functions related
to these manners. Because of this challenge, laws
also have attempted to keep pace with new digital
developments. Copyright is one of the legal sphere
that has been especially affected by new technolo-
gies and activities (Klein, Moss and Edwards,
2015:1).

Such rapid changes in a digital age have seri-
ous effect on copyright, for example, any individual
can reproduce and distribute millions of copies of
works, namely music, motion of pictures and pho-
tographs through the internet. In fact, people tend
to cause extensive and wide-ranging infringement.
Also, it is widely accepted that to sue against indi-
viduals who want to take advantage of copyright
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owners’ works is more difficult (Klein, Moss and
Edwards, 2015:2).

Methodology

This article will, therefore, discuss some of the
main reasons why copyright has become a worry-
ing issue during a digital age. It will be questioned,
whether copyright is irrelevant in a digital age, and
if not, to what extent have digital technologies af-
fected copyright. I argue that as a property right,
copyright becomes still applicable to current reali-
ties due to a digital age. This article will focus on
some case laws and legislations based on world ex-
perience. The structure is organized as follows. In
part one I will focus on the different definitions of
copyright. Secondly, the results of digitization con-
cerning copyright will be viewed. The third part
will cover some infringement activities, which un-
dermines copyright. Finally, the current legal acts
concerning copyright in terms of digital technology
will be considered by taking into account their rules
against copyright infringement.
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Defining of copyright

It seems fair to point out that there are range of
sources from the academic's publication to statutory
materials which aim to define copyright. Lawyers
and scholars have proposed their own definitions
of copyright; for example, copyright is defined as
a range of exclusive rights regarding to some cul-
tural goods such as literature, newspapers, photo-
graphs, drawings, artworks, movies, music, and
plays(Andrews, 2005: 256-282). It also regulates
computer software and databases. In spite of its
territorial nature, copyright has wide importance.
Therefore, this has caused international and national
attempt to harmonize and to ensure constancy of
approach (Aplin and Davis, 2013: 47). Copyright
might be subsist in works of copyright holder that
are kept in a material form. It has been argued that
nobody can elaborate why people say «subsist» in-
stead of «exist». However, it is worth saying that
copyright will not be granted unless the necessary
preconditions are carried out by the work and sub-
sisted by copyright automatically (Hunter and Pat-
terson, 2012:33). Some people say that copyright is
described as an instrument for regulating a clash-
ing area, because a considerable number of authors
attempt to control over significant things such as
knowledge, information, and culture. As a result,
copyright signifies «hitting a balance» which means
the clash of interest between the position of «the
copyright holders» and ‘the consumersy. Therefore,
it might be called as the clash-and-balance of para-
digm, which causes binary expressions: property v.
commons, owners v. users, public domain v. exclu-
sivity (Borghi, 2011:1).

It has been suggested by most academic that
copyright is assortment of property rights. However,
the foundation of these rights could be disputable
in terms of the aim of the rights and the protection.
There are two approach, which dominate copyright
theory. The first approach of copyright is ‘natural
law» which relies on labor and personality and an-
other one is a state policy to attain set goals (Spi-
nello and Tavani, 2004:308).

It is widely accepted that the definition ‘copy-
right’ might be contained in different types of statu-
tory materials such as acts, bills, treaty articles,
regulations and directives. Although these statutory
materials have varied approaches about the defini-
tion of copyright around the world, they have the
same fundamental principle of copyright, which has
been founded by key treaties such as Berne conven-
tion and Rome convention (Herman, 2013: 23). For
example, the phrase ‘copyright’ refers to property

rights that include some descriptions of work e.g.
original literary, dramatic, musical, artistic works,
sound recordings, films [broadcast], and the typo-
graphical arrangement of published editions (Copy-
right, Designs and Patent Act 1988, s 1). In addition,
there are some acts, which include a considerably
more number of the works of copyright, namely
the Act on Copyright and Neighboring Rights (as
amended 1998) of Germany. It states that copyright
includes, in particular, works of language, such as
writings, speeches and computer programs, musi-
cals, works of pantomime, works of fine art, photo-
graphic works, cinematographic works, and illustra-
tions of a scientific or technical nature like drawings,
plans, maps, sketches, tables and three- dimensional
representations (Act on Copyright and Neighboring
Rights 1965 (GER) s 2(1)).

Thus, summarizing the different interpretations,
copyright might be defined as the right to create and
use some cultural, essential works or goods.

Discussion

The Digital disruption. In the late 1990s, the
digital revolution led to far greater changes in
copyright's history. For instance, translating infor-
mation into a digital format and shifting in commu-
nication and media from analogue to digital (West-
brook, 2010: 56). Studies have demonstrated that
whereas in the late twentieth century cassettes and
vinyl records were replaced by compact discs, in the
beginning of a new millennium, physical retail ac-
tivity was replaced by tele market by virtue of the
powerful World Wide Web (Doyle, 2013:27). As
the popularity of the internet increased, a significant
number of end users could see huge profits from a
digital world, greater possibilities and finer access.
Also, new technology allowed consumers to make
money from intellectual property and as a result, it
raised some questions regarding to copyright in a
digital age (Klein, Moss and Edwards, 2015:18).

There are some crucial outcomes of digitiza-
tion in which copyright needs to be thought about,
talked about and regulated. The first outcome of
digitization opened possibilities for the copyright
affluent who made profits from the licensing of
copyrights such as making, copying and distribut-
ing media faster and cheaper. It also had potential
for the copyright poor who are known as the end
users of copyrighted material (Schell, 2016: 104).
Apart from it, some common people took advantage
of digital technology by the distribution and copying
of copyrighted materials through alternative web-
sites. Thus, everyone could copy easier and cheaper
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through digital technologies. Contrary to the copies
of previous time, the quality of digital copy tends
to make reproductions more complicated to manage
because of being perfect (Klein, Moss and Edwards,
2015:18).

The second outcome related to digitization was
the collapse of boundaries. Some boundaries of
copyright have been challenged by alteration due
to a digital age. For example, published in 1993,
the editors of the collection Music and Copyright,
Frith and Marshall gave two reasons for the increas-
ing academic and professional importance in copy-
right. Firstly, one obvious cause of complication in
legal definitions of copyright was new technologies
related to the storage, sound and picture. Secondly,
the culture relating to globalization motivated some
multinational companies to look for the «harmoni-
zation» of copyright beyond the boundaries of na-
tional states (Klein, Moss and Edwards, 2015:19).

The third outcome of digitization was amend-
ments to copyright, which were made nationally
and internationally. Meanwhile, new copyright poli-
cies, legislation and international copyright agree-
ments were a main response from individual states
(Ke Steven, 2011: 375-412). Furthermore, the main
concepts and notions of copyright were shared by
the members of agreements and treaties, namely
TRIPS, which responded to the new demands of a
digital age. As before, copyright was seen as a sys-
tem of incentives, so, recently it has been changed to
a system which allows copyright holders maximum
protection (Klein, Moss and Edwards, 2015:19-20).
Therefore, digitization not only has made unlicensed
access and distribution of copyrighted work easy,
but also it has brought about considerable amend-
ments in the legislation of copyright.

Issues around copyright in terms of digital en-
vironment

It could be argued that copyright in the digital
environment shows the battle between copyright
holders and consumers due to infringement such as
file sharing, illicit copying and piracy. While some
individuals tend to say that unmanageable peer-to-
peer (P2P) file sharing has affected all copyright
industries detrimentally, others believe that illegal
copying of copyright might be the largest danger to
copyright industries and some others are concerned
about the emergence of ordinary movie, music and
video games (Murray, 2016:276).

One of the most important phenomena of wide-
spread unauthorized sharing of sound recordings,
music, computer software, games, movies, and vid-
eos across the internet was a change in the law (Ed-
wards and Waelde, 2009:183) as was held in Sony
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Music Entertainment (Ireland) Ltd and others v
UPC Communications Ireland Ltd, where there was
a huge problem. For instance, in November 2012,
the agent of the Plaintiffs" clarified that through the
defendant's internet provider, people had illegally
uploaded around 7500 copies of 250 songs within
one month ([2015] IEHC 317, [2015] E.C.D.R. 23
[4]).

Additionally, peer-to-peer file sharing (P2P) has
become a well-known activity on the internet. P2P
file sharing is the process of sharing and transferring
digital files from one computer to another (Deflem,
2013: 75). It means that end-users can share some
contents between each other on the internet. The file
sharing of unlicensed copyright works allows peo-
ple to share various sorts of files ranging from music
to movies (Rowland and Macdonald, 2005: 504).

A further significant principle of using P2P file
sharing was highlighted in the case Twentieth cen-
tury Fox film Corporation and others v Sky UK Ltd
and others in that the consumers organize the Pop-
corn time application on their devices to view con-
tent and it shows what movies and TV programs are
available. Then the application will start to down-
load the content via the BitTorrent protocol, if any
works have been chosen. Being a BiTorrent client,
the application starts to identify peers over the inter-
net to get necessary content. After that, BiTorrent
helps a file of content, namely movies to be divided
into plentiful pieces and computers anywhere in
the world. In order to download a file, the BiTor-
rent client should collect those pieces and assemble
them into a content file to view ([2015] EWHC 1082
(Ch), [2015] ALL ER (D) 229 [19]).

Another reason for using BiTorrent is that the
pieces of the content file are assembled in a special
order, but it depends on accessibility from peers.
The content file will not be ready to view unless
all the pieces have been assembled. Yet there is a
feature of BiTorrent called a sequential download-
ing and it aims to start from the beginning of the
content. Users can view a file or watch some of the
movie or TV programme as soon as a stream starts.
Finally, the entire content file might be downloaded
and saved on the user's device in a temporary folder
(Mosco, 2017: 112).

Moreover, issues around copyright take place
in other types of copyright infringement such as
literal copies, usually called as pirated copies. For
example, recent figures from the Recording Industry
Association of America (IRAA) Web site and the
Institute for Policy Innovation (IPI) provides some
facts that the music industry loses $ 12.5 billion an-
nually because of the piracy. It has been argued that

International relations and international law journal. Ne2 (82). 2018 7



The protection of copyright in the development of new digital technologies

to some extent music, movie, software, video, and
game industries lose $ 58 billion dollars every year.
Therefore, those figures have been used frequently
and have been reported on by industries in order
to attract the general public to their plight (Fisk,
2011:82-83).

Additionally, the most popular kind of piracy
in today’s world is online piracy. One well-known
type is related to hardware suppliers’ illicitly load-
ing software. The software is usually installed by the
hardware supplier into the hard drives of computers,
tablets, or mobile devices and the devices are sold
with the software pre-installed (Murray, 2016:242).
This can be illustrated by cases such as Microsoft
Corporation v Electro-Wide Limited and Atlantic
Business Systems Limited, where Microsoft claimed
that it’ s operating systems software had been en-
gaged in the unauthorized copying by the defen-
dants and the copies were disseminated unlawfully.
Microsoft alleged that the defendants have engaged
in piracy campaign. In other words, these copy-
right infringements present a more modern image
of copyright for lawyers and scholars to determine
strengths and weakness of copyright and indicates
the necessity of effective legal regulation.

Results

Law enforcement vs copyright infringement. It
has been argued that intellectual property laws, in
particular, copyright laws are still necessary in a
digital environment. Today the expression of ideas
(images, words and sound) might be kept in files
and as a rule, the file is considered as another way
of storing the expressed idea. Despite the format of
storage, the core principles of copyright remain the
same and it is fair to say that copyright will be modi-
fied for the internet eventually (Rowland and Mac-
donald, 2005: 491).

Nowadays there are some legal acts in Anglo-
American legal system, which regulate copyright
infringement effectively in terms of digital tech-
nology and digital environment. One of the impor-
tant act is the Copyright, Designs and Patents Act
1988(CDPA), which is a valuable example of the
potential of the rights protected and the harmoniza-
tion is reached between the interests of copyright
holders and consumers (Philips, Durie and Karet,
1997:10). Regarding copyright infringement the
Section 16(1) (a) of the CDPA entitles the exclusive
right to reproduce the work to the copyright holders
in that work. Additionally, Section 16(2) provides
that a person who without the license of the copy-
right owner does, or authorizes another to do, any of

the acts restricted by the copyright, might infringe
copyright in a work.

Another significant copyright act in digital en-
vironment was the Digital Millennium Copyright
Act 1998(DMCA), which was enacted by the US
Congress in 1998. The DMCA aimed to avoid «pi-
rates», who copied and distributed the digital copies
of the works. Since DMCA protects computer soft-
ware, it has accumulated a significant control (Car-
rier, 2009:163). Before the DMCA there was reason
for action against anyone who circumvented any
sort of technological control without infringement
(Sookman, 2005:143). The meaning of circumven-
tion is to «decrypt an encrypted work, to descramble
a scrambled work or in other words to deactivate,
avoid, bypass digital measures, without the permis-
sion of the copyright holder (Carrier, 2009:180).
The DMCA in principle provided US copyright law
with two provisions. While copyright owners ‘pro-
tection against the circumvention of digital rights
management’ of the work of copyright are provided
by Title I of the DMCA, the four safe harbor provi-
sions are established by Title II of the DMCA (Ellis
Jr, 2013:315).

In addition to aforementioned acts, the Digital
Economy Act 2010(Act) was introduced in Novem-
ber 2009, and received royal assent on April 2010. It
focused on the use of digital copyright. There were
some goals but one of the main goals was related to
the copyright provisions in the Bill, which meant to
make it easier for copyright owners to realize their
rights in a digital environment (Barron, 2011:315).
The capability of copyright owners to control the ac-
tions of significant infringers is raised by the Act. For
example, Section 3 of the Act provides that internet
service providers (ISP) will have a duty to ‘notify
subscribers of copyright infringement reports’. Sec-
tion 4 of the Act states that depending on a request
by right holders or the request of a code by the Office
of Communications, ISPs will have a duty to pro-
vide a ‘copyright infringement list’ to right holders
(Griffin, 2010:251). Therefore, it can be considered
that the digital age caused the rise of some statues,
which have been mentioned above. It is fair to say
that while these statues might have diverse doctrines
or approaches against infringement, it is necessary
to say that they play a key role to reduce the amount
of online infringement of copyright.

Conclusion
In conclusion, it should be noted that the irrel-

evance of copyright in terms of a digital age has
been the subject of widespread debate and contro-

8 Xabaprrbl. XalblKapaiblK KaTbIHACTAP KOHE XaIBIKAPaJIbIK KYKBIK cepusichl. Ne2 (82). 2018



Seralieva A. et al.

versy. This article has attempted to assess critically
some of the main arguments of the breadth of the
discussion on the irrelevance of copyright in digi-
tal environments as has appeared amongst lawyers
and academics. Although there are a considerable
number of sources and approaches to define copy-
right as a property right, they indicate the same
core principle of copyright which came down from
Berne and Rome conventions. It also appears that
the rise of mass digitization in the late XX century
added a significant change in copyright law from
replacing some old devices to making copyright
much easier and faster. What is more, it destroyed
boundaries between states creating the globalization
of culture. An additional point is that digital envi-
ronment led to a change in the system of copyright
affecting it nationally and internationally and alter-
ing from the system of incentives to the system of
protection copyright. In relation to the irrelevance

of copyright, the essay demonstrates the multiplicity
of problems around copyright such as peer-to-peer
file sharing, illegal copying and piracy. In order to
explain these infringement activities some examples
have been given from case law, showing how they
are detrimental for copyright holders. In order to
explain file-sharing activity, some reasons for us-
ing communications protocols such as BitTorrent
were given. While some people appear to say that
copyright has outlived its usefulness or digital en-
vironment has destroyed copyright, making it irrel-
evant, copyright should be viewed as a useful and
safe protection for copyright holders. The regulation
of copyright by the acts such as Digital Millennium
Copyright Act or Digital Economy Act is liable to
emphasize this position. To summarize, [ argue that
despite the legal and technological challenges faced
by it, the concept of copyright is still relevant in a
digital age.
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