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CONCEPTUAL PROBLEMS OF DEFINING MAIN TYPES
OF OFFENSES IN THE SPHERE OF INFORMATIZATION

The article is devoted to the conceptual problems of determining the main types of offenses in the
field of informatization in terms of the norms of international law and the national legislation of the Re-
public of Kazakhstan. The authors attempted to disclose the legal nature of each of the known criminal
laws of unlawful acts committed through IT technologies in the field of information. The results and
conclusions have a high practical importance, since they can be taken as a basis for qualifying acts as
offenses in the field of informatization.

This study was conducted through active application of both general scientific and private scientific
methods of cognition. The method of comparative analysis was actively used, by means of which the
authors compared existing approaches to the topic under study that take place in the science of interna-
tional law and criminal law of the Republic of Kazakhstan. Of particular importance in this study is the
use of the statistical method, which made it possible to establish with scientific certainty which kinds of
offenses are taking place in global communication networks, to pay due attention to solving organiza-
tional problems of detecting and identifying offenders in the field of global communication networks on
an international scale through operational search events.

Accordingly, this study is aimed at filling the existing gaps in the field of understanding the legal
nature of the main types of offenses in the field of information.
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AKnapaTTaHAbIPY CaAacbIHAAFbl KYKbIK OY3YLUbIABIKTaPAbBIH,
Heri3ri TypAepiHe aHblKTama 6epyAiH, KOHLENTyaAAbl Mpob6AeMarapbl

Makaaa xaAblKapaAbIK, KYKbIK, HOpMaAapbl MeH KasakctaH PecrybAMKacbIHbIH, YATTbIK, 3aHHamachbl
GoVblHILA aKMapaT CaAaCbIHAAFbl KYKbIK,  OY3YLUbIAbIKTAPAbIH, HEri3ri TYpAepiH aHbIKTayAblH
TY>KbIPbIMAAMAAbBIK, MOCEAEAepiHe apHaAfaH. ABTOpPAAp akmapaTt caAacbiHAaFbl I T-TexHoAOrMsIAQp
APKbIAbl >KaCaAblHFAH 3aHCbI3 9PEKETTEPAIH BPKANCbICbl OEATiAi KBIAMbBICTbIK, KYKbIKTbIH 3aHAbI
cunaThiH allyFa ThipbICTbl. KOA XKeTKi3IAreH HaTUXKeAep MEH KOPbITbIHABIAAD >KOFapbl MPaKTUKAABIK,
MaHbI3fa Me, enTKeHI oAap OIAIKTIAIK akTirepiHe akmnapaTTaHAbIPY CaAaCbiHAAFbI KYKbIK OY3YLIbIAbIK,
peTiHAE Heri3 6OAYbl MYMKIH.

ByA 3epTTey TaHbIMHbIH >KaAMbl FbIABIMM >KOHE XKEKE FbIAbIMM BAICTEPiH BEACEHAT KOAAAHY apKbIAbI
>Ky3sere acbipbliraAbl. CaAbICTbIPMaAbl TaAAQy SAICi BEACEHAT KOAAAHbIAA OTbIPbIN, OHbIH, KOMerimeH
aBTOPAAp XaAblKapaAblk, KYKbIk neH KasakcraH Pecrny6AMKaCbIHbIH, KbIAMBICTBIK, KYKbIFbl FbIAbIMbIHAQ
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KapacTblPbIAFaH TaKbIPbINKA KOAAAHBICTaFbl TOCIAAEPAI CaAbICTbIPAbBI. 3epTTey 6apbiCbiHAA XKahaHAbIK,
KOMMYHMKALIMSIABIK, >KEAIAEPAE KYKbIK, Oy3YLUbIAbIKTAPAbIH TYPAEpi 6GOAbIN TabblAATbIH  FbIAbIMMI
CEHIMAIAIKTI  KAABINTACTbIPYFa MYMKIHAIK 6GepeTiH CTaTMCTMKAAbIK, BAICTI KOAAAHbIM, >ahaHAbIK,
KOMMYHMKALIMSIABIK, JKEAIAEPAE KYKbIK — Oy3YLIbIAQpPAbl  aHbIKTAY >KOHE aHbIKTayAbl YMbIMAbBIK,
MBCEAEAEPAI XaAbIKAPAAbIK, AEHIenAe Te3 apaAa Lelly apKblAbl YAbIMAACTbIPbIAQAbI.

TuiciHwe, 6yA 3epTTey aknapaT CaAacbiHAAFbI KYKbIK, OY3YLIbIAbIKTAPAbIH HETi3r TYPAEpPiHiH 3aHADI
CUMaTbIH TYCiHY CaAacCbiHAAFbl KOAAQHBICTaFbl KEMLLIAIKTEPAT TOATbIPYFa OarbITTaAFaH.

Tyiin  ce3aep: KyKblK  Oy3ywWbIAbIKTAP, TYPAEpi, akmapatTaHAblpy, IT-TexHoAorusiAap,
KMOEPKbIAMBIC.
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KoHuenTyaAbHble Mpo6AeMbl onpeAeAeHUs] OCHOBHbIX BUAOB MPaBOHAPYLLEHUH
B cchepe uHdpopmartmsaumm

[MpeACTaBAeHHas CTaTbsl MOCBSLLEHA KOHLENTYaAbHbIM MPOOAEMAM OMPEAEAEHUS! OCHOBHbIX
BMAOB NMpaBOHapyLLeHni B cpepe MHPOopMaTM3aLMKM C TOUKM 3PEHNS HOPM MEXXAYHAPOAHOrO npasa U
HaLMOHAAbHOIO 3aKOHOAATeAbCTBa Pecnyb6Ankm KasaxctaH. ABTOPbI MPEANPUHSIAM MOMbITKY PACKPbITh
NPaBOBYIO MPUPOAY KaXKAOIO M3 M3BECTHbIX HAayKe YrOAOBHOrO fpaBa MPOTUMBOMPABHbIX AESHWIA,
COBepLUaeMbIX MOCPEACTBOM IT-TexHoAOTMIA B cpepe MHDOopmaTM3aummn. Pe3yabtaTbl M CAEAAHHblE
BbIBOAbI MMEIOT BbICOKYIO MPAKTUUYECKYIO 3HAYMMOCTb, MOCKOAbKY MOMYT OblTb B35Tbl 32 OCHOBY Mpw
KBaAMUKALMM AEIHUIA, KaK NPaBOHapyLUeHns B chepe MHopmaTU3aumm.

AaHHOE MCCAeAOBaHME MPOBEAEHO MOCPEACTBOM aKTMBHOIO MPUMEHEHMs Kak OOLLeHayuHbIX,
TaK M YaCTHO-HAYUHbIX METOAOB MO3HAHWS. AKTUBHO MPUMEHSIACS METOA CPAaBHUTEABHOIO aHaAM3a, C
MOMOLLIbIO KOTOPOI 0 aBTOPbl CPAaBHUAM CYLLIECTBYIOLLME MOAXOAbI K MICCAEAYEMO TEME, MMEIOLLIME MECTO
B HayKe MeXXAYHapOAHOro fpasa 1 yroAoBHoro npasa Pecny6ankm Kazaxctan. Ocoboe 3HaueHue npum
AQHHOM MCCAEAOBAHNMN UMEET MPUMEHEHME CTAaTUCTUYECKOTO METOAQ, UTO AAAO BO3MOXXHOCTb C Hay YHOM
AOCTOBEPHOCTbIO YCTAaHOBWTb, KakMe MMEHHO BUAbI MPABOHAPYLIEHUIA UMEIOT MECTO B TAOOAAbHbBIX
KOMMYHUKALIMOHHBIX CETSX, 06paTUTb AOAXKHOE BHMMAHME Ha PELIEHNM OPraHM3aLMOHHbIX NPOOAEM
0o6Hapy>KeHWsl 1 MAEHTUDMKALMM NpaBOHApYyLUMTEeAeit B cdepe rA06GaAbHbIX KOMMYHUKALMOHHbIX
ceTell B MEXXAYHApPOAHOM MacLiTabe MoCpeACTBOM OMepaTMBHO-PO3bICKHBIX MEPOMPUSTUIA.

COOTBETCTBEHHO, AQHHOE UCCAEAOBAHME HaMpaBAEHO HA BOCMOAHEHME MMEIOLLMXCS NMPO6eAoB B
cdepe NoHMMaHWS NPaBOBOM NMPUPOAbI OCHOBHbIX BUAOB NPaBOHapyLUeHnin B cdhepe nHpopmaTmnsaumm.

KAtoueBble cAOBa: PaBoOHAPYLLEHUS, BUABI, MHDOpMATU3aLmsl, I T-TEXHOAOT UK, KUOEPNPECTYNAEHMSI.

Introduction

The continuous development of information
technologies has led to the fact that all spheres of
human life are connected in one way or another with
computer technologies and global communication
networks. It should be noted that it was the active
development of IT technologies that led to the
emergence of new types of crimes in the modern
world — computer crimes.

A notable feature of computer crimes is also
their transnational nature. The boundaries between
countries, the distance, the difference in the languages
of communication are no longer of great importance.
Determining factors are the level of computerization
of society, the ability to access computers, relevant
specialized knowledge common to programmers

from different countries. Thus, it means the need for
the unification of legal norms on computer crimes
and the need for a constant reference to the foreign
experience of combating computer crimes when
creating national legal norms.

1. Problems of definition of the term
«infringements in the field of informatization» in
the narrow sense.

The criminal code of the Republic of
Kazakhstan passed transformation, which required
the adoption of a new wording which came into
force on 1 January 2015. In this edition, have been
implemented new developments in the evolution
of the science of criminal law and criminology,
some acts have been revised, taking into account
international problems.
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Reforms did not ignore such a sphere as
computer technologies and informatization. Earlier,
the responsibility for crimes in this sphere was
provided for by Article 227 of the Criminal Code of
the Republic of Kazakhstan (Criminal Code of RK,
1997). However, in connection with the constantly
evolving computer technologies, the problem
of reviewing the dispositions and, accordingly,
sanctions for illegal acts committed through IT
technologies, has acquired special relevance.

Like all crimes, they are subdivided into
species depending on the object, on the subject
of encroachment, depending on the methods of
commission, etc. (Tropina, 2005: 44).

When considering the issue of the main types of
IT crimes, it should be noted that these crimes are
divided into computer crimes and crimes committed
through global communication networks that allow
access to cyberspace (Brazhnik, 2003:27).

This classification is also used by the UN,
dividing this type of criminal activity into cybercrime
in a «broad» and «narrow» sense. This classification
also corresponds to the division of computer crimes
into single-object and multi-object (Mitskevich,
2004: 19).

In this regard one can not but agree with the
opinion of T.D. Tropina, who notes that: «Computer
crimes in the narrow sense are crimes, the main
object of encroachment of which is confidentiality,
integrity, accessibility and safe functioning of
computer data and systems.

Computer crimes in a broad sense are crimes that,
in addition to computer systems, infringe upon other
objects (as the main ones): the security of society
and human (cyberterrorism), property and property
rights (thefts, fraud committed by computer systems
or cyberspace), copyrights (plagiarism and piracy) «
(Tropina, 2005: 44).

Computer crimes in a broad sense are crimes
that, in addition to computer systems, infringe on
other objects (as the main ones): security of society
and human (cyberterrorism), property and property
rights (theft, fraud committed by computer systems
or in cyberspace), copyright rights (plagiarism and
piracy) « (Tropina, 2005: 44).

So, according to the current criminal legislation
of the Republic of Kazakhstan, criminal offenses in
the sphere of informatization are:

— Illegal access to information, to the
information system or telecommunications network
(art. 205 of the Criminal Code of the Republic of
Kazakhstan);

— Illegal destruction or modification of
information (art. 206 of the Criminal Code of the
Republic of Kazakhstan);
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— Violation of the operation of the information
system or telecommunications networks (art. 207 of
the Criminal Code of the Republic of Kazakhstan);

— Illegal acquisition of information (art. 208 of
the Criminal Code of the Republic of Kazakhstan);

— Coercion to transfer information (art. 209 of
the Criminal Code of the Republic of Kazakhstan);

— Creation, use or distribution of malicious
computer programs and software products (art. 210
of'the Criminal Code of the Republic of Kazakhstan);

— Illegal distribution of electronic information
resources of limited access (art. 211 of the Criminal
Code of the Republic of Kazakhstan);

— Provision of services for the placement of
Internet resources pursuing unlawful purposes
(art. 212 of the Criminal Code of the Republic of
Kazakhstan).

The full list of cybercrimes is provided in the
Council of Europe Convention on Cybercrime. As
noted, the articles of the Convention currently cover
virtually all existing illegal activities in cyberspace
(Ugolovnyiy kodeks Respubliki Kazahstan, 2015).

Thus, this convention defines five types of
computer crimes in a «narrow» sense:

1. illegal access (Article 2);

2. illegal interception (Article 3);

3. interference in data (violation of integrity)
(Article 4);

4. intervention in the system (Article 5).

5. lllegal use of devices -

(a) production, sale, purchase for use, import,
wholesale or other forms of use:

(i) devices, including computer programs,
developed or adapted, primarily for the purpose of
committing the offenses referred to art. 2 — 5;

(i1)) computer passwords, access codes or
other similar data by means of which access to the
computer system as a whole or any part thereof may
be obtained, with the intention of using them for the
purpose of committing crimes as specified in art. 2

(b) possession of one of the items mentioned
above, with the intention of using it for the purpose
of committing the crimes specified in art. 2 — 5
(article b) (Foltz C Bryan, 2004: 154).

In this regard, it is important that civilized
society is seriously concerned with the problem of
combating these types of crimes. This is devoted by
the report of the Council of Europe, dedicated to the
challenges of cybercrime, i.e. in the classification
of cybercrime created on the basis of the above-
mentioned Convention, this type of crime is
designated as «CIA-offences», i.e. Confidentiality,
integrity (Integrity) and the availability of computer
data and systems (Marko Gerke, 2009).

International relations and international law journal. Nel (81). 2018 103



Conceptual problems of defining main types of offenses in the sphere of informatization

Among the specific crimes included in this
category are computer hacking, interception of
messages, deception of Internet users (for example,
through spoofing, phishing), computer espionage
(including the use of Trojan horses and other
technologies), computer sabotage and extortion (for
example, the use of viruses and worms, DOS attacks,
spamming and mailbombing) (Dhillon,2004: 557).

2. Problems of definition of the term «offenses
in the field of informatization» in a broad sense.

As already noted earlier in this article, in addition
to crimes in the «narrow» sense, there are crimes in
the «broad» sense:

1. Computer-related offenses:

— computer forgery (Article 7), including online
grooming;

— computer fraud (Article 8).

2. Crimes related to content (content of data) to
which child pornography is attributed (Article 9).

According to the report of the Council of
Europe, this crime also includes: «help» with advice,
incitement, providing instructions and suggestions
for the commission of a crime, including murder,
rape, torture, sabotage and terrorism. This category
also includes cyberbullying, libel, spreading false
information through the Internet and gambling
through the Internet. (Skoromnikov, 2010: .218).

3. Offenses related to violation of copyright
and related rights. Types of such crimes are not
singled out in the Convention; their establishment
is referred by the document to the competence of
national legislations of the states;

4. At the beginning of 2002, a protocol was
adopted to the Convention, adding to the list of crimes
the dissemination of information of a racist and other
nature inciting to violence, hatred or discrimination
of an individual or a group of individuals based on
race, nationality, religion or ethnicity. The report of
the Council of Europe assigns this group of crimes
to crimes related to the content of data (Coleman C.,
2003:95, Richardson R.,1998: 108).

However, it is worth acknowledging that
in the convention we are considering, not all
crimes are envisaged, it concerns crimes against
private life. This gap was filled by the Report of
the Council of Europe, which singled out crimes
such as encroachment on private life, including
illegal access to systems containing personal data,
collecting, distributing and combining personal data
or collecting data via cookies, web bugs and other
software.

When considering all these types of computer
crimes, in a narrow and broad sense, it is not difficult

to see that they are all information crimes, because
all of them, somehow, as some authors have noted,
impose on information security, relations, are their
additional object, and also have information in the
quality of the crime subject or information influence
as a way of committing a crime (Beardwood John
P., Alleyne Andrew C., 2006: 62, Shinder, Debra L.,
2003:136).

Computer crimes in a broad sense are the
traditional types of crimes committed using a
computer. These types of crimes, as shown above,
are specifically identified in the Convention and
are considered along with computer crimes in the
narrow sense.

Analyzing the legislations of foreign countries,
we found that it was changed in such a way that along
with traditional types of crimes, many chapters of their
criminal laws contain separate norms on committing
crimes using computer means (Shils A., 1956: 163).
This approach seems more justified than the approach
applied within the framework of the current national
legislation of the Republic of Kazakhstan, when an
act committed using computer means is qualified for
a combination of crimes, traditional and computer,
and is punished more severely than the same act
committed traditional ways.

3. The legal nature of offenses in the field of
informatization in accordance with the national
legislation of the Republic of Kazakhstan and
some foreign states.

Nowadays, computer technologies have
penetrated practically in all spheres of our life
and have become quite commonplace, therefore
the approach, when a more severe punishment is
applied for committing a traditional crime using
electronic means, is not adequate to modern reality
(Ealy, A.,16).

In this regard, it is worth to agree with the
opinion of A.F. Mickiewicz and S.S. Medvedev,
who argue that criticism can also be subjected to
proposals for the introduction of traditional crimes
that qualify the use of computer tools (Mitskevich
A.F., 2004: 19; Medvedev S.S., 2008: 67). This
is due to the fact that the implementation of such
reforms will contribute to an unreasonable increase
in criminal responsibility, and also not be able to
reflect the specifics of this type of crime.

Thus, computer crimes in the broad sense are
an independent category of crimes possessing more
features of computer crimes than traditional types
of crimes.

However, it should not be mistaken that only
the criminal legislation of Kazakhstan improperly
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improves the norms of the Criminal Code aimed
at combating crimes in global communication
networks. The Russian criminalists also pay
attention to such shortcomings of the legislative
regulation of computer crimes in a broad sense. In
particular, B.D. Zavidov conducted a criminal legal
analysis of fraud in cellular networks, which can be
considered as a special case of computer fraud.

In his conclusions, the scientist noted the need
to improve the current legislation on liability for this
type of fraud.

Finally, B.V. Zavidov noted the need to use
foreign experience in the fight against electronic
fraud, where these acts have long been provided
for by criminal legislation and there are established
methods of investigating such crimesIn particular, it
was about Art. 326 of the Criminal Code of Holland,
«Theft through deception of services,» which
establishes responsibility for using the service
offered to the public through telecommunications,
using technological means or by using false signals
to evade full exploitation. In addition, the author
points out that the development of the infrastructure
of market relations has a certain effect on fraud,
which is becoming more and more new, as it were,
«varieties» and «subspecies». Legislation does not
manage to track their rapid development, let alone
regulate, because some forms of fraud (for example,
theft of funds using a computer) do not fit into its
standard framework (Zavidov B.D., 1998: 16;
Brenner Susan W., 2004: 19).

Thus, it becomes obvious the need for the latest
developments in the field of information technology
and timely changes at the legislative level to
effectively combat computer crimes in a broad
sense.

In the legislation of Kazakhstan, infringements
in the field of informatization are narrowly defined
by the norms contained in Chapter 7 of the Criminal
Code of the Republic of Kazakhstan. This chapter is
a revised version of the legislation, which absorbed
the existing experience of criminal law regulation
of relations in the field of information, but it should
be recognized that information technologies are
developing quite actively, which requires constant
and timely improvement of the criminal legislation
of the Republic of Kazakhstan.

In these norms, the offenses are closed on such
actions as: illegal access to computer information,
creation, use and distribution of malicious programs
for computers, improper modification of the
identification code of a cellular subscriber unit,
subscriber identification devices, as well as the
creation, use, distribution of programs for changing
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the subscriber unit identification code (Nurpeisova
AK.,2010: 64).

The family object of the crimes in question are
public relations for ensuring public safety and public
order; Species object — public relations that provide a
normal mode of storage, processing and transmission
of data in computers (computer systems); an
additional object — public relations to ensure
information security (Biebaeva A.A., 2007:137).
Data is subject of the compositions in question.
The result of illegal actions in the commission
of computer crimes are loss of confidentiality,
violation of integrity and loss of access to facilities
(equipment) and data (N. Polevogo, 1998:127;
Furnell S.M., Kamini Dashora).

Thus, the investigated compositions of the
offenses contained in Chapter 7 of the Penal Code
of the RK are the compositions of infringements of
an informational nature, namely: the composition of
computer crimes in a narrow sense, which is exactly
what is called in the norms of international and
European law.

Itshould be emphasized that considering the legal
nature of offenses in the field of information, one
can not but emphasize that these offenses, under the
legislation of many foreign countries and the norms
of international and European law, are classified as
«computer crimes» and / or «cybercrime».

In this regard, we can state that such adjustments
to existing criminal legislation are necessary,
such as the legislative identification of the terms
«computer» and «computer», as well as the parallel
use of the word «data» («computer data») and the
term «computer information».

Among the comments pertaining to article 22 of
the Criminal Code of the Republic of Kazakhstan, it
is also possible to refer to such wording as «... use
or distribution of malicious computer programs and
software products» which is usually understood as
the cessation of the normal functioning of computer
programs and software products. However, the
disposition indicates only the informative feature of
the broken computer programs and does not indicate
similar actions aimed at disrupting the computer
operation, or the appearance of any disturbances
or disruptions in the «work», a decrease in the
operability of individual computer links; arbitrary
failure, refusal to issue information or the issuance
of distorted information while maintaining the
integrity of the computer, the computer system, to
activities that interfere with the normal operation
of computer equipment (malfunction, reduced
efficiency of computers, computer systems or their
networks, computer «hang» and others).
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Moreover, as some authors point out, the lack of
an indication of the degree of disruption of the work
of computer programs and software will lead to the
fact that for almost any disruption of the work of
computer programs and software products (a slight
decrease in efficiency (performance or speed), any
«hangy of computer programs and software product,
any abnormal situation) there is an opportunity to
bring to criminal responsibility (VorobYov V.V.,
2000: 26; Rogers Marcus K., Seigfried K., 2004:14).

The problem is exacerbated by the fact that, as
stressed by scientists, at present there is no complete
unification of terminology and deeds recognized
as offenses in the field of information and IT
technologies (Brenner Susan W., Koops Bert-Jaap,
2004: 18; Banisar D., 2011: 21; Richard A., 2003:
228; Colin B., 1997: 16).

Moreover, the problems are aggravated by the fact
that, at the present time, an overwhelming amount of
computer equipment, most programs have reached
such a high level of complexity, in which the most
unpredictable cause can lead to malfunctions in the
computer («hang-up, slowdown or performance»)
(unsuccessful computer configuration, «outdated»
drivers, CPU temperature, disconnect between
hardware and / or software (from different vendors),
programs among themselves (even e and license,
from different manufacturers). Therefore, the process
becomes uncontrollable, which makes it possible to
hold criminally responsible in a similar situation,
and this in our view is not entirely permissible.

Conclusion

In our opinion, it is necessary to expand the
composition of computer crimes in the Criminal
Code of the Republic of Kazakhstan. However,
realizing the complexity of the process of introducing
new norms into an existing and existing normative
legal act, it is possible to propose the adoption of a
new law «On the Prevention and Combating Crimes
in Global Communication Networks».

Moreover, we can draw the
conclusions:

— offenses in the field of informatization can
be considered in a narrow and broad sense, and in

following

the latter case they are understood as any crimes
committed using a computer;

— a common moment, uniting all crimes of
information character, is the use in the construction
of trains of such crimes and terms denoting various
information phenomena. Such terms should be
used, firstly, correctly from the point of view of
information theory, and secondly, uniformly in the
entire text of the criminal law. Violation of these
requirements will mean non-compliance with such
principles of criminalization as the lawlessness of
law and the inescapability of the ban, as well as the
certainty and unity of terminology.

— the national criminal legislation of the
Republic of Kazakhstan lags somewhat behind
the leading foreign countries in the prevention and
combating of computer crimes in a broad sense,
since no such computer crime has been reflected in
the text of the criminal law of Kazakhstan;

— computer crimes in the narrow sense,
presented in Chapter 7 of the Criminal Code of the
Republic of Kazakhstan, are crimes of information
character due to the specific nature of their object
and the subject of the crime;

— in the current criminal legislation of the
Republic of Kazakhstan, there are significant
discrepancies with the Convention on Cybercrime
with regard to the content of articles on computer
crimes, despite the fact that Kazakhstan is a full
participant in international relations.

This means that the types of crimes commit-
ted through global communication networks have a
wide range, which creates certain difficulties in de-
veloping measures aimed at preventing and combat-
ing this type of crime, the more that the state of the
current national criminal law of the Republic of Ka-
zakhstan can not be considered satisfactory and cor-
responding to the existing reality, since the discrep-
ancy of the Criminal Code of the RK to the norms of
the criminal law of the civilized world community,
firstly, ignores the s rich experience in fighting com-
puter crime, which is available in Europe and other
foreign countries, and, secondly, will not allow to
properly cooperate with foreign counterparts in in-
vestigating computer crimes, which are often of a
transnational nature.
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