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Competition issues in the implementation of global brands
and the system of industrial espionage

Industrial espionage and competition issues in the modern world are becoming more ambitious shapes, thereby
affecting all spheres of human activity. Create all things, ideas and services subject to fierce competition, as far as
the relationship of competition and economic policies can affect international relations. Competition — inherent in
commodity production struggle between entrepreneurs in the market for more favorable conditions of production and
marketing of products for getting the highest profit. Research competitiveness of goods and services — one of the main
links of research in the market economy, which allows to identify the strengths and weaknesses of the products and
services offered. In this regard, relevant today is the creation of a coherent system of economic intelligence on the
markets, competitors, partners, contractors, new technologies, legislation, etc., and in addition — the knowledge used
in the business of ways to search, access, use of information and also used type of deception and fraud. The fierce
competition for markets and products, the scope of application of capital and the pursuit of maximum profits forced
executives of major corporations to closely monitor the activities of their competitors. It may be used as economic
intelligence and industrial espionage.
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P.C. KananueBa, M. Bonnarxan
BacekeHiH cypakTrapbl FaJamMIbIK OPeHITIH KOHe HHAYCTPUSJIbIK THIHIIBUIBIKTBIH JKYiieciHiH
JKy3ere acybIH/Ia

WHaycTpUsIIBbIK THIHIIBUIBIK JKOHE 09CeKe CypakTap Kasipri oieme OoNabl acTaM MIaMINbLT MinmHAep Ooiaisl, aHa
€H aJlaMH KbI3METTiH OapIibIK meHOeprepine nereH ocep ere. XKaca- OapibIK JyHUE-MYIIIKTiH, HISSHBIH KOHE KbI3MET
aTKapyJaap/bIH, KaTayl 09CeKeHiH MoHIMEeH, OacTa Helle O9CEKeHIH KOHEe YIKOHOMHUKAIIBIK, CasiICATTBIH OCHI KATHIHACTAPHI
Ha XaJIbIKapaJbIK KaTBIHACTApFa IETeH ocep eTy Oi1. boceke — ToH KypecTiH Tayap/IbslH OHIIPICiHIH apa KoCimKepiIepIiy
apaceiHa Oac 6asapna YIIiH eHAIPICTiH YKOHE OHIMHIH OTKi3yiHIH acTaM KOJAiibl MapTTaphl YIIiH YIIiH aj- YIIiH
YIIKeH mnaiina. TayapabiH skoHE KbI3MET aTKapyAblH 0oceKkere KaOiIeTTUIINiHIH 3epTTe- — Oip U3 3epTTe- Heri3ri OybIHaa-
PBIHAH apa HApPBIKTHIK SKOHOMHUKA/a, OYJT OHIMHIH )KOHE YChIH- KBI3MET aTKapy/IbIH KYIITI jKOHE 9JICi3 )KaK alKbIHIay
Ko#. balilmaHBICTBI MEH OCBI, KOKEHKeCTi OYTiH IKOHOMUKAIIBIK THIHIIBUTBIKTBIH OipTyTac jKyHeciHiH xkaca- O6ac 6a3ap-
napna 0o TaOblIaIbl, KApChUIAC, CepikTecTep, MEpIIrepIep, JkaHa TEXHOIOTHsIIap, 3aHHAMa JKOHe ONail Oy1aH api,
aJl B TOJIBIKTAYBIIITHI — OUTIM apa i3[eHic ofic-aina OM3HeC MalaaaHblI-, PYKcaT aily, aKlmapaT MIepYIILTiK, al J1a
aiia-KyJbIK KOHE aNasKTHIK JKaca- Maliaanan- yiri. YIIH eTKI3yIiH jKOHe a3bIK-TYJIKTiH Oa3aplapblH KaTal 0oceke,
Kap KbIHBIH a/UICHIYMIHIH IIeHOepi XKOHe aycapiblK K €H KOl Iaijiara KeCeK-KeceK KOpIopaiuii 0acThIKTapbIHbIH
MOKOYP, MYKHSIT COH 63 KapChUTac KbI3MeT Kapa. Ol MyMKiH apa cara 9KOHOMHUKAITBIK THIHIIBLIBIK KOHE HH/TY CTPHSLIBIK
THIHIIBIIBIKTEIH, MaiiganaH.

Tyiiin co30ep: MHIYCTPHUSIIBIK THIHIIBLIBIK, XaIbIKAPAIbIK KATBIHACTAD, KaHA TEXHOIOTHsLIIap, Oa3ap, 6oceke.

P.C. KananueBa, M. Bonarxan
Bomnpocbl KOHKYpeHIHHU
B peaju3anum riodajbHbIX OPEH/I0B U CHCTEMBbI MPOMBIILIEHHOT0 HIMHOHAKA

[TpoMBIIUTIEHHBIH MTMHOHAXK ¥ BOIPOCH KOHKYPEHIIHS B COBPEMEHHOM MHpPE IPHOOPETAIOT Bee OoIee aMOUIO3HEIe
(opMBI, TEM CaMbIM BIIUSIA HA BCe C(hephl uenoBedeckoil aesrensHocTi. Co3naHne IpeMeToB TOPTOBIIH, HACH U yCIIyT
BCE 3TO MOJISKAIINT KECTKOW KOHKYPEHIINHN, HACKOJIBKO 3TO OTHOIIEHHSI KOHKYPEHIIUN 1 YKOHOMHYECKOH MOTUTHKA
MO>KET MOBNIUATH Ha MK TyHAPOAHBIE OTHOIIEHHS. KOHKYpeHIs — 3T0 HeoTheMiIeMast 4acTh TOBApPHOTO POU3BOICTBA
60pBrOBI MEXTy MpEeINPHHIMATESISIMUA Ha PHIHKE JUIs Oojee ONaronpHATHBIX YCIOBHH IPOM3BOACTBA M COBITA MPO-
JOyKIUU 1 TIOTydeHust HanOombireil npubsumn. MccnenoBanne KOHKYpEHTOCTIOCOOHOCTH TOBAPOB U yCIyT — OIHA U3
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OCHOBHBIX 3BCHBCB HCCIICIOBAHUI B pI;IHO‘IHOﬁ OKOHOMHUKE, YTO ITO3BOJISACT BbIABUTH CUJIBHBIC U cia0ble CTOPOHLI IIPO-
AYKOUU U Ipeyiara€MbIX yCIyT. B cBsizu ¢ OTHUM, aKTyaJIbHbIM CErOAHS ABJISIETCA CO31aHUE IIEJIOCTHOW CHUCTEMBI KO-
HOMUYECKOU Pa3BEAKU Ha PbIHKAX, KOHKYPEHTax, MMapTHEPOB, NOAPAAINKOB, HOBBIX TeXHOHOFHﬁ, 3aKOHOAATCJIbCTBA U
T.J1., @ B JOIIOJIHEHNUEC — 3HAHUE UCIIOJIB3YETCA B Ou3HECe CrocoboB IOUCKa, 10CTYyIIa, UCIIOJIb30BaHUE I/IHq)OpMaL[I/II/I, a
TaKXKE UCIOJIb3YEMOI'0 pa3JIMYHOIo TUIIA oOMaHa ¥ MollleHHnYecTBa. JKecTkas KOHKYpPEHI U 3a PbIHKHA cObITa U 1po-
JAYKTOB, cq)epa MPUJIOKEHUS KalluTaJla U CTPEMIICHUE K MaKCUMaJIbHOU l'[pI/I6I>IJ'[I/I BBIHYKJICHBI DPYKOBOJAUTEIN KPYITHBIX
KOpHOpaHHﬁ, BHUMATCJIBHEEC CJICAUTD 3a NCATCIbHOCTHIO CBOMX KOHKYPEHTOB. Taxk xe KOHKYPEHIMSA MOXKET OBITh HC-
MOJIH30BaH B KAU€CTBE SKOHOMHUECKON Pa3BEAKU U MPOMBINIICHHOTO MITTKOHAXKA.

Knrwueswie cnoesa: HpOMBIH.IJ'IGHHI:IfI HIMUOHAXK, MEKAYHAPOAHBIC OTHOMICHUS, HOBBIC TEXHOJIOTUH, PBIHKH, KOHKY-

peHLusl.

International competition has become one of
the most important factors to convert many types
of business entities. Today, globalization is directly
addresses the issue of branding of products and
businesses. Growth in revenues and an increase
in life expectancy lead to a change in the structure
of their consumption. They are starting to travel
more and for pleasure and for business, because the
competition is getting tougher all price sectors of
the market: an expensive, high cost and cheaper. In
such circumstances, it is important that producers
themselves at the same time the image of a global
and a caring company and be at the expense of
the name, if necessary, people all over the world
remember the first.

It is believed that China is obliged by its
economic breakthrough, especially as industrial
espionage [1]. At times, new models of consumer
goods in China appear even before their official
appearance in retail sales in the country of the
developer. "The Chinese collect any information
needs in the field that has the demand, and then
sorted and bit by bit taken their findings to produce
the desired result," — shares his impressions of the
security manager of one of the European companies
operating in China.

Chinese entrepreneurs as accurately replicate
well-known global brands that even the pickiest
buyers could hardly be much different from a copy
of a fake. Modifications of brand names (eg, Sonny,
Panasounik, Nixe, Adidos) Chinese have moved
to a full copy of all the technical characteristics
of the new models, not yet released into general
availability [1].

Despite all the security measures global
companies, Chinese craftsmen unfurled a giant
-scale production and sales of new models, which
are in fact illegal copies of Western brands. Since the
iPhone 4 has been successfully released as Apple,
and factories of China. However, a comprehensive
sales network in China is already on the iPhone 5,
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which is Apple's only exists as a working sample
of a few copies. The gadget is called hiPhone 5
and presented as a new product from Apple. It, for
example, can be purchased from the online store on
Taobao relatively low price — from 200 to 800 Yuan
(United State $ 30-125).

Still, that means competition is inherent
in commodity production struggle between
entrepreneurs in the market for more favorable
conditions of production and marketing of products
for getting the highest profit [2].

Research competitiveness of goods and services
— one of the main links of research in the market
economy, which allows identifying the strengths
and weaknesses of the products and services offered.
2005 began with the conclusion of one of the largest
M & A transactions in recent history. Corporation
Procter & Gamble announced the takeover of
Gillette — the world famous manufacturer of shaving
accessories, batteries, Duracell, Braun appliances
and toothbrushes Oral-B. In accordance with the
terms of the deal for Gillette shares will be paid
18% more than their real market price — $ 57 billion.

With this acquisition, Procter & Gamble has
managed to become the world's largest manufacturer
of consumer goods, and finally beat his longtime
rival and almost enemy — the Anglo — Dutch
company Unilever. Corporate wars that are both
global giants for decades have long been the talk
of the town. In the long history of their competition
was even such an interesting page as industrial
espionage, had started three employees at Procter
& Gamble Unilever companies under the guise of
conducting market research.

The main objects are the focus of industrial
espionage, patents, designs, trade secrets, technology
and cost structure. Economic espionage than trade
secrets covered, and macroeconomic indicators
and includes exploration of natural resources, the
identification of industrial supplies, in connection
with the development of marketing increasingly
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valuable collection of information about the tastes
and incomes of different social groups in society.

One of the most recent scandals occurred
with the new electric car Renault. French secret
intelligence report accusing China run by active
industrial espionage, appeared after three employees
of French automaker Renault were charged with
transferring classified information to Chinese
competitors and fired [3].

A variety of methods and techniques of Chinese
copying does not cease to admire. An example of this
is the story of how the Chinese real estate market is
filled with masterpiece of world architecture. After
a visit to Shanghai, the delegation of the Austrian
province of Hallstatt, a partnership with the Austrian
city, Chinese developers have decided to build
in Guangdong copy of the Austrian countryside,
which, thanks to its architecture, is a real tourist
attraction and is included in the monuments of
cultural heritage. After expressing during the visit
of Chinese welcoming his friendly attitude and
willingness to cooperate, the Austrian authorities
have not yet decided to give a legal assessment of
such intentions. Industrial espionage involves not
only the theft of other people's secrets, but creating
a system to protect its own — in fact, business
counterintelligence. After all, now the Chinese and
the development of interest to foreign spies [4].

Thus, there was an interesting fact, where an 8-
year imprisonment and a heavy fine Beijing court for
spying was sentenced American geologist Xue Feng
of Chinese origin, who was sentenced to eight years
in prison and a large fine for espionage. Arrested him
in November 2007 on charges of collecting secret
information and transfer of foreign organizations.
The idea was that Xue Feng sold the information
from the database of China's oil industry that the
Chinese police qualify as state secrets. According to
the investigation, in his possession were coordinate
data and resources of more than 30,000 oil and gas
wells, owned Chinese company PetroChina Ltd.

With the development of industrial espionage
industrial monopolies carefully guarded the
contents of patents, the results of scientific and
technical studies, projects and designs all of its
products. The organizational structure consists of
the so-called Trans Nation Corporation technical
centers, whose main task is to develop new products,
improve the quality of existing products, develop
new technologies, etc. In order to increase profits
Trans Nation Corporations seeking to establish the

true value of their own products. This involves a
detailed analysis of competitors' products in order to
establish the comparative quality of their products
[5].

As is well known, large-scale patent war
between the above companies who accuse each
other of copying technologies and designs, which
are built on the basis of mobile devices, erupted in
the spring of 2011. Both parties have filed against
each other in various states of many lawsuits.
During the trial, both sides added to their claims of
a new competitive products.

The United State company claims to its
competitor emerged after it in 2010 on the market
produced communicator Galaxy S. The moment
Apple executives turned to his South Korean
counterparts to complain that their device strongly
resembles the device iPhone [6].

The company Samsung has not changed the
design of their own creation, and the next year the
market has released a tablet computer Galaxy Tab.
After those Jobs was filed with the requirement to
prohibit the implementation of competitor vehicles
in the United State market. California court took
the American side of the company and ordered the
South Korean manufacturer to pay compensation
billionth. Industrial espionage is illegal, and not
only related to the risk of criminal prosecution as
including senior executives of the company, and
reputational risks. No "spy" information may not be
so valuable to the benefits of using it blocked the loss
of reputation loss and impairment of trademarks,
brands of the company [7].

The task of the unit or department "competitive
intelligence" is just part of getting legal, ethically
acceptable means of open and accessible sources,
through market research, market intelligence,
technologies and competitors. Including the
information that other market players would like to
hide. By the way this desire is also often illegal and
unjustified nature.

A lot of fuss about the case at the airport
in Chicago, where he was detained a Chinese
programmer with luggage confidential documents
Motorola, designed for the transfer of Huawei.
According to court documents, customs officers also
found a woman's military records and directory of
European companies producing defense products.
Motorola claims that spending on research and
development of information that was available to
programmers calls more than 600 million dollars.
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Along with well — known methods of modern
industrial espionage uses the latest achievements
of science and technology. Very often were used
various microscopic devices based on various
electronic circuits.

Special technology allows you to capture any
information indulge verbally, via telephone, fax,
computer. Window glass can serve as microphones:
they wobble special devices to reconstruct the
conversation. The use of electronic technology
provides special services of monopolies, as well
as state security services, the ability to obtain
the necessary information on the status of the
competition, their negotiations, etc. [8].

Last year, Google became the object of a
complex hacker attack in China: an attacker to
certain codes of search engine Google, a major
component of the company's intellectual property.
Google later notified more than a dozen other
companies, they are also victims of the attack.
In addition, third-party researchers came to the
conclusion that the attack is over 100 companies,
including a large investment bank, a manufacturer of
high-tech equipment, software makers and defense
contractors. Among those who paid attention to the
Chinese, — Symantec, Adobe Systems and Northrop
Grumman. In all cases, the aim has been attacks
intellectual property, including software code
design microprocessors [9].

China is a serious concern for those who
are planning to produce equipment. European
manufacturers believe that the new technology from
China to save hard.

With the development of computer technology
and the creation of various kinds as a global
computer network (global) and the various local
networks, such as bank, there is a problem of
protection of information sources in these networks.
Any unauthorized intrusion, for instance in banking
network may lead to loss of important information
in the loss of its privacy and as a consequence — the
use of this information in any gain. The development
of computers and computer networks with the
development of software piracy and theft has forced
many governments to apply different measures, for
example, in the United States organized a special
group responsible for the safety and security of
computer networks and computer databases, as
anyone with a computer, network access, and a
certain intelligence can get access to such computer
data banks that contain strictly confidential and

ISSN 1563-0285

sensitive information that is not designed for the
average user. As an example, a case which occurred
in the United States, where one user can connect to
a network of computers of the Ministry of Defense,
as a result of his malice was completely destroyed
important information is one of the Pentagon's
computers [10].

The term "industrial espionage" will mean
illegal (secret or force) the removal of information
that guides the competing companies would like to
hide from strangers. It can be: theft or illegal copying
of documents: drawings, plans, calculations, scripts,
lists, databases, etc., installation of eavesdropping
or scanning equipment, bribery or blackmail
competitors' employees to gain access to sensitive
information, breach of trust and carelessness of the
company's employees in order to obtain sensitive
information from them, abuse of carelessness or
negligence of employees of a competing company
to gain access to sensitive information:

* "competitive intelligence" we mean obtaining
legal: analytical and / or research methods from
open sources of information about the market,
competition, technology and development, which is
essential to the company to make the right strategic
decisions;

* "bench- marketing" we mean learning
experience, strategies, solutions, best business
practices of companies in the industry to take
advantage of this experience, in adapted form, to
improve the quality of our work;

* "ethics of civilized business" we understand
this way of doing business, the practice of economic
activity according to which not only violated the
laws of countries of stay, Codes and voluntary
standards adopted by the participants of the
market, but have not been contacted and followed
the rules and regulations of conduct companies to
meet the legitimate interests of the companies and
other market participants (competitors, suppliers,
resellers, service companies) of consumers and the
public [11].

Many of the actions that qualify as "industrial
espionage" are criminal offenses. In addition to the
criminal prosecution of individual employees found
guilty of industrial espionage, a company involved
in this, expect (in the West) multiple punishments,
from a very imposing fines in favor of the injured
party, and the state (as it is believed that these actions
are detrimental to all society), and ending the ban on
output similar to the one that she had been "attacked
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by spyware" and the forced disclosure of classified departments of "competitive intelligence", many

information and its own development. of which have come in these departments work of
Allactionsareclassified as "industrial espionage" special services like the Central Intelligence Agency

unequivocally condemns the ethical point of view. (CIA), Federal Bureau of Investigation (FBI), The

Including — and the professionals working in the Department of Internal Affairs (DIA) [12].
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