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RESEARCH ON RUSSIA-AMERICA GAME: TAKING
INFORMATION WARFARE AS AN EXAMPLE

In recent years, the soft power contest between the United States and Russia has intensified. Russia
is actively developing the news media. During events such as the Syrian war and the U.S. election, Rus-
sia has gradually broken the monopoly of the United States and Western countries through mass media
and other communication tools. The United States continues to have an advantage in global discursive
power, exerting significant influence on world public opinion. The Western countries use modern tech-
nologies in the dissemination of information in order to achieve information hegemony. On February
24, 2022, Russia launched a special military operation, which led to a sharp escalation of the situation
in Ukraine, and continues to influence the international community. This special operation was the first
important military conflict in the era of the mobile Internet that has realized the “integration of time and
space”. The United States and other Western countries are taking part in the Russian-Ukrainian military
conflict, with the exception of direct military action. America and other Western countries are third par-
ties in the Russian-Ukrainian military conflict, but they do not directly participate in hostilities. Currently
there is a tough information war with Russia. Since there were initially structural contradictions between
Russia and America, and the military factor strengthened them, this conflict is called a new “world war”
in the information field. Research on the motivation and characteristics of Russia-America information
warfare in this conflict is conducive to a deep understanding of the nature of Russia-Ukraine conflict, the
fundamentals of Russia-America game, as well as the direction of Russia-America relationship.

Key words: superpower game, geopolitics, Russia-America relationship, information warfare.

@aHb BaHbLU3MHB

LLIaHxai XaAbIKapaAbIK, 3epTTEYAEP YHUBEPCUTETI XKaHbiHAaFbI LLIaHxan xahaHapIk,
6ackapy »aHe aiMaKTbIK 3epTTeyAep UHCTUTYTbI, KbiTan, LLlaHxai K.
e-mail: 729548732@gqg.com

Peceit-AmMepuKa OMbIHbIH 3epTTey: aKnapaTTblK, COFbIC MbICAABIHAQ

CoHrbl Xblapaapbl AKLLI neH Peceit apacblHA@Fbl XKYMCak, KyLl YLWIH Kypec Kyllere TycTi. Peceit
6yKapaAblK, aknapar KypasAapbiH KapKbIHAbI TYPAE AaMbiTyad. Cupusiaarbl corbic xkaHe AKLL caraaybi
cekinai okpranap kesinae Pecein AKLLI neH batbic eaaepiHin BAK xeHe 6acka KOMMyHUKaLMS KypaAAapbl
APKbIAbI aKMapaT aFbiHAAPbIHA AEreH MOHOMOAMSCHIH GipTiHAen Oy3a aaabl. CoraH kapamactaH AKLL
GacTtaraH 6aTbIC eAAEPi COHFbl KOMMYHUKALIMSIAIK, MYMKIHAIKTED GOMbIHLLA 6ACBIMABIFbIH CaKTar KEAEAI
A€ aKMapaTTblK, KEHICTIKTI 63 MyAAeAepi MeH CTaHAAPTTapblHA COWMKEC MaHUMYASUMSAA OTbIpbIr,
bGeAaceHAl TypAe narnaasaHyaa. AMepunka Kypama LLTatTapbl aAeMAiK KOFamMABIK, Mikipre anlTapAblKTan
bIKMaA €Te OTbIpbir, >KahaHAbIK, AMCKYPCTi KYLITE apTbIKUWbIAbIKKA Me BOAYAbl >KaAFacTbipyasa. batbic
eAAEepi akmapaTTbIK, YCTEMAIKKE >KeTy YLIiH akmapaT TapaTyAa 3amaHaym TEXHOAOTMSIAAPAbl ManasaAa-
Haabl. Peceiain 2022 xbiAAbIH, 24 aknaHbiHAQ GACTaAFaH apHaibl aCcKepu ornepaumsicbl YKpanHasarbl
>KaFAQMABIH, KYPT LUMEAEHICYiHE BKEeAIN COFbIM, XaAbIKapaAbIK, KaybIMAACTbIKKA BAI Ae acep eTyae. bya
apHarbl onepaumst MOOMAbAI MHTEPHET ABYIpPIHAEr «yaKbIT MeH KEeHICTIKTIH MHTerpaumsiCbiH» >Ky3ere
acbipyFra bGarbITTaAFaH aAFaliKkpl ipi ackepn KakTbiFblc 6oaabl. AKLLI neH 6acka aa baTbic eapepi — Pe-
ceit-YKpamHa ackepu KaKTbIFbICbIHAA CbIPTKbI Tapar, aCkepy KUMbIAAAPFa TikeAen KaTbicrnarapbl. Kasip
PeceiiMeH KMsiH-KeCKi aknapaTTblK, COFbIC XKYpin >aTblp. Pecern MeH AMepuka apacbiHAQ GacTankplaa
KYPbIABIMABIK, Kapama-KanLLbIAbIKTap OOAFAHABIKTaH XKoHe ackepn (hakTop OAapAbl aknapaTtTbIK, Caa-
AQ KYLIEMTKEHAIKTEH, YKAAFAChIM >KaTKAH KAKTbIFbICTbI KaHA «AYHMEXY3IAIK COFbIC» Aen atarabl. Ocbl
KAKTbIFbICTaFbl PeCenAik-aMepP1KaHABIK, aKMapaTTblK, COFbICTbIH cebentepi MeH curnaTTaMasapbiH 3epTTey
peceit-yKpamHAbIK, KaK TbIFbICTbIH, TabMFaTbiH, peceit-amepuKaH casiC OMbIHbIHbIH, HEri3AepiH, COHAal-aK,
peceit-amMepUKaHAbIK, KaTbIHACTAPbl 6aFbITbIH TEPEH TYCIHYre bIKMaA eTeAI.

TyHin ce3aep: aAnaybiT AepkaBaAap OMblHbI, reocasicaT, pecei-amepukaH KapbIM-KaTblHAChI,
aKMapaTTbIK, COFbIC.
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Research on Russia-America game: taking information warfare as an example
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LLlaHXaMCKMM MHCTUTYT FAOGAABHOIO YNPaBAEHUS M PErMOHAAbHbBIX UCCAEAOBAHUI,
LLlaHXaMCKMI YHUBEPCUTET MEXAYHAPOAHbIX UCCAeAOBaHMiA, Kutan, r. LLlaHxan
e-mail: 729548732@qqg.com

UccaepaoBaHme PoccHMiiCKO-AMEPUKAHCKOM «UrPbl» Ha NpUmepe MHOPMALLMOHHOM BOMHDbI

B nocaeaHue roabl 60pb6a 3a markyto cuay mexxay CoeamHenHbimm LLiTatamm 1 Poccren yenam-
Aacb. Poccus akTMBHO pasBMBaeT CPeACTBAa MAcCOBOM MHpopmaumm. Bo Bpems Takux cobbiTuid, Kak
BonHa B Cvpun 1 Bbibopbl B CLLIA, Poccmns nocreneHHo Hapylumaa MoHomnoAbHoe npaso CLLA v 3a-
MaAHbIX CTPaH Ha MHAMOPMALIMOHHbIE MOTOKM Yepe3d CMIW 1 C MOMOLLBIO APYTMX KOMMYHMKALMOHHbIX
WHCTPYMEHTOB. 3anaaHble cTpaHbl Bo raaBe ¢ CLLIA, TeM He MeHee OCTalOTCa AMAEPaMK MO HOBEW-
LWIMM KOMMYHMKaLMOHHbBIM BO3MOXXHOCTSIM, aKTUBHO MCMOAB3YIOT X, MaHUMYAMPYS MH(POPMaLIMOHHbIM
NPOCTPaHCTBOM B COOTBETCTBMM CO CBOMMM MHTepecamun u ctaHaapTamu. CLLIA no-npexkHemy umeroT
npenmMyLLecTBa B rA06aAbHOM AMCKYPCUMBHOM CUAE, OKa3biBas CyLECTBEHHOE BAMSHME HA MMPOBOE 06-
LLLeCTBEHHOEe MHeHMe. 3amnaAHble CTPaHbl UCMOAb3YIOT COBPEMEHHbIE TEXHOAOTMM B PACNPOCTPAHEHUM
MHOpMaLMK C LEeAbIO AOCTMXKEHUS MHOPMALMOHHOM reremoHmn. Hauaswascs 24 dgepans 2022
rosa crieLMasbHasi BoeHHasl onepaumsi Poccun npuBeaa K pe3koMy 0OOCTPEHMIO CUTyaumu Ha YKpa-
MHe, MPOAOAXKAET OKa3blBaTb BAMSIHME HA MEXAYHapOAHOe CoobLecTBo. JTa creuonepaums crasa
NepBbiM BaXKHbIM BOEHHbIM KOH(AMKTOM B 3MOXY MOOGUABHOrO MHTEpHETa, PeaAM30BaBLUMM «MHTErpa-
UMio BpemMeHu n npoctpaHcTBar. CLLIA 1 aApyrue cTpaHbl 3anasa SBASIOTCS CTOPOHHWMM Y4aCTHUKAMM
POCCHINCKO-YKPAMHCKOTO BOEHHOIO KOH(AMKTA, HO OHM HE MPUHUMAIOT MPSIMOro y4acTus B BOEHHbIX
AencTBusiX. B HacTosilee Bpems pa3BEpHyTa 0XKeCToUYeHHas MHdopMaLMOHHag BorHa ¢ Poccueit. Mo-
CKOAbKY MexkaAy Poccuert 1 AMepuKon M3HavaAbHO CYLLECTBYIOT CTPYKTYPHble MPOTUBOPEYMs, a BO-
€HHbIN (PAKTOP YCMAMA MX, 3TOT KOH(AMKT Ha3blBalOT HOBOW «MMPOBOW BOMHOM» B MH(OPMaLMOH-
HOM noAe. MccaepoBaHme MOTUBALMKM M OCOBEHHOCTEN POCCUICKO-aMePUKAHCKOM MH(DOPMALMOHHOM
BOWMHbI B 3TOM KOH(AMKTE CNOCOBCTBYET rAyOOKOMY MOHMMAHUIO NMPUPOABI POCCUMCKO-YKPAUHCKOrO
KOH(PAMKTA, OCHOB POCCUINCKO-aMEPUKAHCKOM MOAMTUYECKOM UIPbl, @ Tak>Ke HAMPaBAEHHOCTU POCCUM-

CKO-aMepUKaHCKMX OTHOLLEHUN.

KAtoueBble cAOBa: Mrpa CBepXAEp>KaB, reonoAUTHIKA, POCCUINCKO-aMEPMKAHCKME OTHOLLEHUS], UH-

dopmaumoHHas BoMHa.

Introduction

Currently, the study of the Russia-America re-
lationship has become an urgent task, because the
final interruption of the bilateral dialogue relation-
ship will undermine the entire international stabil-
ity and security system. During the Cold War, the
two superpowers, the United States and the Soviet
Union, as the “giants” of geopolitics, attempted to
achieve global dominance. To achieve this, both
sides pursue long-term geopolitics and geostrategic
goals through a “hardline” approach. Over time, this
confrontation has gradually shifted from hard power
to soft power, which is mainly ideology competi-
tion. In other words, Russia and the United States
are moving towards information warfare.

In the context of military operations between
Russia and Ukraine, the conflict between the West-
ern world and Russia has intensified, and the con-
frontation is taking on more severe and aggressive
forms. In recent years, the soft power contest be-
tween Russia and the United States has been on the
rise. In events such as the entry of Crimea into Rus-
sia, the US general election, and the new crown epi-
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demic, Russia used official agencies and mass me-
dia to break through the weak propaganda structure,
thereby breaking the monopoly of communication in
American and Western countries. However, Western
countries headed by the United States still control
the operational order of the information space and
have absolute advantages in global discourse power
and information technology. In fact, Russia and the
United States only conduct information warfare in a
few stages, and then go into a latent state.

Through the events in Ukraine, a qualitative
change took place in the Russia-America relation-
ship. At this point, the Russia-America information
warfare has entered its most intense new phase. The
special military operation Russia took in Ukraine on
2022 was the first important military conflict in the
era of mobile Internet that has realized the “integra-
tion of time and space”. Therefore, the research on
Russia-America information warfare has practical
significance. With the theme of information warfare
in the Russia-Ukraine conflict, this research studies
Russia-America structural contradiction in depth.

Modern information warfare refers to infor-
mation space, including foreign territory, with the
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cultural space and sphere of consciousness of the
“enemy” as the object of attack. The other party
didn’t even realize that he had become the target of
attack or control from the outside world for a long
time. All this ensures the remarkable effectiveness
of the influence method and the minimization of
losses to the “aggressors”, thus allowing them to
maintain a peaceful and civilized state (Popova,
Fedorinov: 17).

In the process of globalization, the nature of
conflicts between countries is still increasing sharp-
ly, and competition and confrontation at various
levels such as politics, military affairs, economy,
diplomacy, security, science and culture are further
intensified.

The purpose of this article is to consider the mo-
tivation and characteristics of the Russian-American
information war in the Russian-Ukrainian conflict
and the Russian-American political game, as well as
the prospects for bilateral relations.

Main methods

In the process of research, the authors used a
discursive, systematic, comparative analysis, as well
as a descriptive approach. These methods help to re-
veal the official position of countries in relation to
each other and how they play out in international
processes. In general, the methodological orien-
tation of the study is based on the most important
works on international topics by representatives of
the realist school of thought.

Discourse manipulation and stage communica-
tion in international communication is a theoretical
perspective and research framework. In the field
of international communication, the importance of
discourse manipulation and stage communication
is constantly increasing, especially in the context of
the military Russian-Ukrainian conflict.

Literature and source Review

Academic research on the Ukrainian crisis is
mainly carried out from the perspective of interna-
tional politics. Numerous studies have analyzed the
international political factors. For example, some
studies have pointed out that the Ukrainian cri-
sis is not only a crisis between various forces that
occurred during a sensitive period of international
power transfer. Complex and profound international
conflicts are at the same time a major factor that
has affected the reconstruction of the global order
and the reshaping of the geopolitical pattern in the

Eurasian region since the 21st century. There are
also studies that point out that the occurrence and
development of the new round of Ukrainian crisis
1s not an accidental event, but the the result of the
combination of these factors is essentially a strategy
between Russia and the US-dominated West around
the struggle for Ukraine. A small number of studies
have focused on the state of internal governance in
Ukraine. For example, some research suggests that
extreme nationalism and radical democracy ideol-
ogy is the two main causes of Ukraine’s internal and
external difficulties (Yiping, Chen and Yijia, Guan,
2022:6). Relevant research provides international
and domestic political perspectives for understand-
ing Ukraine issues.

Results and discussion

Sources of Russia-America contradiction

The Russia-America relationship has always
been an international hotspot that has received wide-
spread attention. After World War II, the expansion
of US power provided an objective basis for the
establishment of world hegemony after the war. As
early as 1934, Roosevelt instructed Lester Davis to
write “Roosevelt’s World Blueprint”, which stipu-
lated the international strategy that the United States
should implement after the war. The United States
can neither retreat into isolationism nor be content
with the traditional balance of power policy of de-
fining certain spheres of influence for itself. What it
promotes is not a cosmopolitanism with the United
States as the world hegemon (Yuan Ming, 2007).
However, the US’s cosmopolitan strategy clashed
sharply with the Soviet Union’s foreign strategy.

As the main force in the European Anti-Fascist
War, the Soviet Union made significant contribu-
tions in World War II. After World War II, the So-
viet Union emerged as a military and political giant
in Eurasia. In order to consolidate the fruits of vic-
tory and ensure the priority security of the socialist
countries, Stalin actively promoted and expanded
the power and influence of the Soviet Union. In the
postwar period, the United States sought to establish
unshakable leadership, while the Soviet Union pur-
sued an unassailable sphere of influence.

These two strategic objectives are in direct
conflict. Each side becomes a huge obstacle to the
other’s goal. In addition, inherent conflicts in ide-
ology and social systems made the contradictions
and differences between the United States and the
Soviet Union more acute. Then, the East-West Cold
War, centered on the struggle for world hegemony
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between the United States and the Soviet Union,
lasted for nearly half a century. During this period,
there were ups-downs and changes in the situation
on both sides (Liu Debin, 2018).

The US-Soviet Cold War, which lasted for more
than 40 years, came to an end with the drastic chang-
es in Eastern Europe and the disintegration of the
Soviet Union. Finally, after the Cold War, the inter-
national strategic pattern dominated by the United
States was formed. Post-war international relations
opened a new page (Lianqing, etc., 2006). The end
of the Cold War marked the emergence of a new and
complex world. Although the United States is con-
stantly adjusting its global strategy, its core ideas
are still consistent with those during the Cold War,
namely maintaining and consolidating the lead-
ership of the United States and shaping the world
according to American values. With the growth of
American power, the hegemony of its foreign policy
has become more obvious, and its attempt to estab-
lish a “unipolar world” dominated by the United
States has become obvious. Russia, as the “succes-
sor country” of the Soviet Union, did not accept the
transformation according to the Western plan.

Based on the development of the Russia-Ameri-
ca relationship over the past 30 years, Russia and the
United States have always been in a state of “open
rivalry and veiled strife”. Although the relationship
has eased, there are constant contradictions. Pre-
viously, former U.S. President Donald Trump had
repeatedly stated that he would take measures to re-
alize normal relations and cooperative development
between the U.S. and Russia. He sought to resolve
differences through dialogue and intended to build
a friendlier relationship between the two countries.
Trump praised Putin as an “great leader” and “excel-
lent competitor” who is able to run the country with
a strong grip. However, the “US National Security
Strategy Report” released by the White House in
2017 clearly positioned Russia as an adversary, and
it will impose continuous sanctions and escalated
military confrontation. This contradictory policy to-
wards Russia not only shows the conflict between
Trump’s subjective wishes and realistic sanctions,
but also reflects the deep-rooted Russia-America
structural contradiction (Kefan, Cheng, 2007:101).

The Russia-America relationship is heavily
influenced by the “American Creed”. The United
States mainly holds the following attitudes towards
Russia. They worry that the United States will
have a nuclear war with Russia. Russia’s geopoli-
tics ambition is to strip America of its leadership in
the world. Russia’s particular geopolitics claim to
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be an alliance with China to lead Central Asia and
penetrate Latin America. Russia is trying to play a
special role in the Middle East. Russia attempts to
drive a wedge between the US and Europe and split
NATO Atlantic Alliance. Russia claims to play a
special ideology role in the world, and believes that
the messianism in “Russian thought” is superior to
Western liberalism. Russia’s authoritarian dictator-
ship persecutes dissent and opposition. Russia has
problems like corruption and high crime rates (Ke-
fan, 2020: 99-100).

Thus, the United States has always regarded
preventing and containing Russia’s resurgence as
an important part of its global political and security
policies. To fully contain Russia’s development, the
United States seeks to minimize Russia’s traditional
spheres of influence, geopolitics space, and mili-
tary space (Qingcai, Haibin, 2013: 23-24). Huang
Dengxue refers to the authoritative opinion of the
famous specialist Xiao He from the Chinese Acad-
emy of Social Sciences: “the White House adopted
some of the ideas put forward by think tanks in the
National Security Strategy Guidelines for the Tran-
sition Period” released in March 2021 (Dengxue,
Peipeng, 2021: 140). China and Russia are two
countries that pose a threat to the United States, but
the essence and nature of the threats on each side are
different. Among them, Russia is scornfully called
to be “a disturbing role on the international stage”.
In other words, the United States believes that the
threat from Russia may be urgent but not serious,
which does not require huge costs to win over.

Under the guidance of this idea, the United
States and NATO under its leadership have “ex-
tremely strong principles” for Russia in the Ukraine
issue. They publicly refused to make written guaran-
tees on issues such as not allowing Ukraine to join
NATO, and continued to publicly release relevant
military intelligence. In the end, Russia was pushed
to a disadvantage. Since Biden came to power, the
United States has shown a series of unprecedented
tough postures towards Russia. For example, the
White House listed Russia as one of the new global
threats in the Transitional National Security Strategy
Guidelines. The United States has imposed a series
of new sanctions on Russia, including the expulsion
of diplomats and military exercises, on the grounds
of Russia’s “interference in the US election” and
cyber-attacks on US companies and government
websites (Dengxue, Peipeng, 2021: 143).

The new version of the US National Security
Strategy in 2022 claims that efforts should be made
to restrain “dangerous Russia”. These actions have
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heightened the tension and confrontation in the
Russia-America relationship. Biden declared Russia
to be an aggressive vengeful power for the United
States. The days of the US moving closer to Russia
are over. The United States will repair the rift in the
European Atlantic alliance during the Trump era and
unite the entire West to deal with the threat of Rus-
sia. In recent years, the means of application in the
Russia-America contradiction have gradually be-
come more technological and informatized. Within
the framework of Russia-America modern conflict,
the main “battlefield” can be seen as the global in-
formation environment. The United States uses its
advanced science and technology and information
media at home and abroad to damage Russia’s im-
age, and maintains sanctions and tensions against
Russia through information warfare. In the context
of deteriorating relations, the United States and its
European allies launched a comprehensive informa-
tion warfare against Russia in order to further con-
tain Russia (Press conference, 2018).

On the Russian side, Putin’s policy is to seek
balance. From the point of view of Russian re-
searchers, under Putin’s policy, Russia issued
stronger warnings against actions that alienate and
provoke Russia. Cooperation has always been the
dominant mode in the pursuit of Russia’s interests
and identity as a “European” state. For Putin, re-
storing Russia as a influential world power is of
paramount importance, which is also the view of
the vast majority of Russian citizens and politi-
cians. Putin is determined to emphasize Russia’s
global role so that everyone can hear “the roar of
the Russian bear”. Russia’s political purpose is to
continue to seek to reduce the unilateral power of
the United States on a global scale and to minimize
Russia’s isolation. At the same time, the world be-
lieves that Russia can become the “center” of the
world to compete with Western countries (Andry-
ushina, 2016: 165-168).

In addition, the more important political goals of
the Putin government are economic recovery, inter-
national stability and strategic independence, which
means that Russia needs to actively participate in
the development of globalization and cooperate and
compete with the United States in various fields.
With the development of science and technology,
Russia has discovered the key to the development
of the Russia-America strategic relationship, that is,
a new confrontation mode with high-tech means as
the main means. Russia already has a comprehen-
sive understanding of the United States’ careful ar-
rangements for “information warfare” (Tsvetkova,

Ilyichev, 2017: 1-6). In order to ensure the security
of the information and communication infrastruc-
ture of the Russian Federation, Russia is prepared to
counter large-scale information campaigns.

Chinese experts draw attention to the follow-
ing important circumstance. In cyberspace a state’s
ability to maintain sovereignty is determined by its
technological capability. Lang Ping of the Chinese
Academy of Social Sciences, argues that it is be-
cause of this that the US holds absolute dominance
in relation to cyberspace’s “key terrain”, including
“data center, network service providers, submarine
cables, international standards-setting bodies, the
basic input-output system, supply chain, internet
labor force and technological innovation”. Accord-
ing to Shaolei Feng, domination of the internet by
the few had led to an “unfair allocation of network
resources, abuse of network technical advantages,
and the militarization of cyberspace” (Shaolei,
2022:80).

The Chinese side believes that continuing
US dominance over the internet is a destabiliz-
ing force. The Chinese government has delivered
2014 messages about internet sovereignty to both
international and domestic audiences. Despite
confirming its commitment to working with the
rest of the international community “to create a
peaceful, secure, open and cooperative cyber
space”. Beijing has given every indication that
it regards acts of US cyber-aggression as signal-
ing the onset of a new internet-based, as cold war
(Dynon, 2014). Russian analysts focus on a num-
ber of Ukrainian President Zelensky’s statements
long before of the operation in 2022. In particu-
lar, about the need to build nuclear weapons and
Ukraine’s integration into NATO. It has become
the Kremlin’s last “beyond patience”. Ukraine’s
political stance and its fanatical Russo-phobic po-
litical line represent the greatest and most dan-
gerous geopolitics challenge facing Russia earlier
(Galayda, Antonova, 2022:23).

It can be found that the entire Western rela-
tionship led by Russia and the United States has
gradually deteriorated after Biden took office. As
for containing the “dangerous Russia”, the United
States uses the long-standing Ukraine issue to sup-
press and sanction Russia from the military secu-
rity and economic fields (Pang Dapeng, 2022:72).
Therefore, the essence of the Russia-Ukraine con-
flict lies in the intensification and escalation of the
Russia-America structural contradiction, which re-
ally focuses on the geopolitics competition on the
territory of Ukraine.
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Information warfare as the main means of
Russia-America game

The United States is the first country to propose
information warfare, which can be traced back to the
1970s. At that time, no relevant theory of informa-
tion warfare was proposed. Until the early 1990s,
the United States officially launched research on
information warfare theory. Webster’s College Dic-
tionary defines information warfare as “information
campaign undertaken by a political entity, such as
a state, to curtail or destroy another political entity,
i.e., between rivals”. In today’s society, informa-
tion warfare has increasingly become the focus of
national security strategy and military strategy in
the information age, which will be highly valued in
future strategic adjustments. As Alvin Toffler once
aptly said, “Person who owns the information owns
the world”. Information warfare becomes especially im-
portant when every nation is trying to gain leadership.

Under these circumstances, China has taken a
series of decisive measures to ensure cyber security.
Thus, in 2013, Beijing stated that the PRC will take
an increasingly uncompromising stance in relation
to its control of the Chinese internet domain; it will
enforce ever tougher compliance from tech corpo-
rates wishing to access the China market; and it will
push for broadly defined acts of cyber aggression to
be outlawed by UN international convention in or-
der to ultimately neutralize the technological domi-
nance of the US in cyberspace (Dynon, 2014).

Information warfare has proven to be extremely
powerful in international conflicts. In recent years,
events such as the Syrian War, Crimea’s entry into
Russia, the U.S. election, and the Russia-Ukraine
conflict have proved that countries use information
and public opinion extensively to achieve their stra-
tegic and tactical goals. On February 24, 2022, Rus-
sia recognized Donetsk and Lugansk and launched
special military operations, causing the situation in
Ukraine to take a turn for the worse. The reasons and
significance of this Russia-Ukraine conflict have
gone far beyond the transition of the time after the
collapse of the Soviet Union and the inter-state rela-
tions between Ukraine and Russia.

In fact, America and Western countries did
not remain aloof from participating in the conflict;
they are actively involved in the information war.
Western media reports are still the main source of
news for the international community. The United
States has formed an international network in a short
period of time through the construction of the im-
age of Ukraine and Russia, the shaping of various
Ukrainian hero images, and the construction of a
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discourse alliance against Russia (Zhen Hua, 2023:
65-67). The basic system for manipulating Russian
public opinion and discourse has been established.
The American media has made full use of modern
technologies.

The focus of U.S. national intelligence efforts
in 2020 will continue to be information interven-
tion against Russia. More specifically, demonizing
Russia as an “evil empire” is a priority for the U.S.
Congress, National Intelligence Council, and Penta-
gon intelligence agencies. In fact, the United States’
propaganda channels and information suppression
methods against Russia have the characteristics of
one-way, asymmetry, and low confrontation. After
the Ukrainian crisis in 2013, the United States broke
the low-confrontational feature and joined forces
with EU countries to carry out a comprehensive sup-
pression of Russia’s information field. In the Russia-
Ukraine conflict, Russian propaganda channels were
almost completely blocked. In this regard, Russia
launched a strong counterattack, which broke the
one-way suppression of the United States.

In the conflict scene of this crisis, the identity of
the United States is dual. It not only plays the role of
the leader of the public opinion war against Russia,
but also acts as the teacher who uses the Ukraine cri-
sis to suppress competitors. In Western public opin-
ion propaganda, China and Russia are either regard-
ed as threats, either seen as responsible stakeholders
in the global system, or accused of lacking interna-
tional obligations (Dengxue&Peipeng, 2021:140).
In Russia developed new methods of assessing the
information space to ensure national security, orga-
nized joint activities of federal executive authorities
in the information space, and proposed appropriate
regulatory framework. Russia shut down the access
to Facebook and Twitter, Radio Liberty’s Russian-
language news broadcasts, the independent Rus-
sian news service Meduza (designated by Russian
authorities as “foreign proxy media”), and promi-
nent independent media sites “Echo Moscow” and
“Dozhd” (Helmus and Radin, 2022). Press Secretary
of the President of Russia Dmitry Peskov expressed
the need for criminal penalties for dissemination
of false information about the behavior of the Rus-
sian Armed Forces in information warfare. To this
end, Russia passed laws criminalizing the spread of
“fake news,” with a maximum penalty of 15 years
in prison.

In this information warfare, Russia has taken
public censorship action against the social network
Twitter for the first time, which is considered to be
a strong response to restrictions and blockades of
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Russian news organizations in American and West-
ern countries (Liu Xianzhong, 2022:149). Measures
such as official restrictions and media blackouts
carried out by both sides have largely curbed the
transmission of information from the other side. Es-
pecially in the context of the outbreak of conflicts,
the unilateral shaping of the international agenda not
only affects the authenticity of the incident itself, but
also induces international public opinion, leading to
more complex international relations.

Contents of information warfare in Russia-
America game

Information warfare changes the way informa-
tion campaigns are organized, making information
a tool of persuasion and manipulation in conflict
and competition. With the development of infor-
mation technology, as well as the intensification of
superpower games and global geopolitics, informa-
tion warfare is becoming more and more common.
American and Western countries are already fully
engaged in the Russia-Ukraine conflict in 2022 in
addition to direct military action, especially in the
information field. Due to the clear and decisive goals
of all parties, a comprehensive information warfare
is unfolding around the Ukraine issue, which is char-
acterized by diversity, complexity and uncertainty.

Next, we define the following, the most impor-
tant areas. Information warfare has prominent public
opinion competition. When international crises and
conflicts occur, it is the ultimate goal of the informa-
tion game to manipulate public opinion to transform
the political agenda into the agenda of the interna-
tional community. To this end, Russia and Ameri-
can and Western countries carry out different narra-
tive agendas around this conflict, aiming to control
public opinion and compete for discourse power. In
this way, one party can force the other party into a
dilemma of public opinion and seek public opinion
support for its own actions. In this Russia-Ukraine
conflict, the contention and game between Russia
and American and Western countries for the control
of information space and public opinion as the dom-
inant agenda setting is particularly fierce.

Russia is simultaneously conducting military
preparations and public opinion offensives. Through
propaganda, military operations are veiled to gain
understanding among the Russian population and
the international community. To this end, the Rus-
sian media carried out massive publicity. First, Pu-
tin described Ukraine as a “neo-Nazi” in the 2014
Ukraine crisis and the 2022 Russia-Ukraine conflict.
In this special military operation, Russia’s stated

purpose is to “maintain the neutrality of Ukraine
through demilitarizing and denazification. It can be
seen from this that Russia believes that this is a dis-
pute that can be resolved by a “lightning” special
military operation, not a war (Xu Hua, 2022: 50-51).
Second, Russia believes that the United States has
not considered the security demands of Russia and
Eastern Ukraine. The Russian narrative points to the
operation being instigated by Western powers. In re-
sponse, Russia launched pre-emptive self-defense ac-
tions, rather than playing a third-rate role in the global
terrorism system collectively created by the West.

The goal of Western countries headed by the
United States is to eliminate the current government
headed by Putin by launching a coup in Russia, so
as to achieve absolute control over the world and
Western elites. In the information game, Russia
made high-profile publicity and widely disseminat-
ed the threat of NATO, which aroused the vigilance
and condemnation of the international community.
In fact, Russia’s use of the Internet and the media to
speak for itself has not changed the objective threat
or improved its own situation. However, this has
profound implications in the context of “confronta-
tions in the information and psychological spheres”
and “threats to political and social stability”. Rus-
sia hopes to influence the social and political elites
of the opponent through public opinion, make them
disappointed with the existing “neo-Nazi” political
system and democratic system, and reduce the anti-
war sentiment of the domestic people.

In their scramble for control of public opinion,
US and Western countries have used the media to
track discussion of the “language” of conflict in
agenda setting. The Western media has set the ter-
minology of this conflict from the beginning and
agreed to construct this image of Ukraine into the
positioning of its behavior. Unlike the Russian me-
dia, the Western media sees Russia as an “invader”
and Ukraine as a “defender”. Dominated by the se-
lective public opinion framework of American and
Western countries, the Ukrainian military is por-
trayed as a humanitarian hero against foreign ag-
gression. In general, in the dissemination of infor-
mation, the deliberate nature of the actions of one
party to the conflict was emphasized and attributed
to Russia, while the actions of Ukraine were seen as
a “justifiable” response.

According to the content of the report, the tone
of the reports on Russia by American and West-
ern countries media is almost as follows: “Russian
fighting forces are constantly being pushed back.”
“Ukrainians engaged in active resistance.” “Russian
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forces launched a direct attack on residential areas”.
Anti-Russian sentiment was exacerbated to a certain
extent by the attitude of the media in American and
Western countries towards the Ukrainian public,
which created greater obstacles to Russian actions.
According Professor Wang Xiaofeng, an important
form of the information game is “to deny and be-
little the opponent’s combat capabilities, and exag-
gerate one’s own combat results, thereby exerting a
psychological influence on the opponent’s decision
makers” (Wu&Wang, 2018:254). Information cam-
paign does not necessarily control public opinion,
but does have an impact. In the era of globalization
and integration, the perception of other countries by
other participants in international relations is one of
the country’s main interests and strategic tasks (Ka-
zun, Pashahin, 2021: 80-82).

Creating and presenting a positive image is
very important for every country as it relates to the
country’s interaction and engagement with other
members of the international community. How-
ever, from an ideological point of view, according
to Yu Feng, the extreme right forces in Europe and
the United States are not only recruiting members
through traditional organizational methods, but are
also begin to use media platforms to form subcul-
tural organizations to spread extreme-right ideas (Yu
Feng, 2022:160). Therefore, the media in Russia and
American and Western countries will actively shape
the political agenda, convey their own positions, and
compete fiercely for the control of public opinion
and the right to speak internationally. Through agen-
da setting, images of itself and its adversaries in the
national interest can be shaped to alter its military
operations and foreign policy.

Second, information warfare uses fragmented
information about “humanitarianism” to drive emo-
tions and emotions. Western countries are good at
using “democratic” and “humanitarian” as excuses
to cover up their true purpose. In recent decades,
humanitarian intervention has become an integral
part of international relations. Through the reporting
agenda and reporting framework set by the prede-
termined role, Western media incorporates personal
subjective opinions and evaluation standards in re-
porting news to create a pseudo-environment. Due
to the professionalism and secrecy, people are often
not aware of this and regard the virtual environment
as an objective environment. That is to say, although
the pseudo-environment created by Western media
is not a real environment, it will have a real impact
on people’s attitudes and behaviors (Wei, 2018.).
Western countries use moral issues to their advan-
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tage in the information game, blame Russia in the
context of the growing food crisis. In the final state-
ment of the G7 foreign minister meeting, Russia
was blamed for unilateral actions that undermine
Ukraine’s agricultural potential and worsen global
food security. So, Western countries accused Russia
of using refugees to put pressure on the Ukrainian
government and forcibly deporting refugees to the
West on the issue of refugees. Through uncensored
reports by the media, Russia was blamed for the hu-
manitarian disaster caused. For instance, “fathers
and daughters were separated on the battlefield”.
“A large number of refugees flowed”. “Civilians’
houses were bombed”. By ignoring facts and role
predestinations, Western media elevates geopolitics
conflicts to the level of ideology.

The American media, with many propaganda
methods, always attached importance to the de-
velopment of soft power and hard power of public
opinion propaganda, and made good use of propa-
ganda strategies, including deceptive propaganda
and inductive propaganda (Xu Hua, 2022:56). On
the Russian side, despite the US preemption, West-
ern agenda-setting can be cracked. After the conflict
broke out, the focus of the information game was
on the battlefield. Russia took the lead and almost
dominated the release of battlefield information in
the early days. As the war continues, Russia is also
actively competing with Ukraine and Western coun-
tries led by the United States for the initiative in the
information field.

Regarding the food crisis, in the face of the con-
tinuous new crown epidemic and frequent natural
disasters, Russia not only meets domestic demand,
but also solves the problem of crop export quotas.
By expanding food exports, Russia helps the inter-
national community cope with the food crisis. Ac-
cording to RFE/RL, Russian President Vladimir Pu-
tin notified UN Secretary-General Antonio Guterres
that the Russian Federation provides free fertilizers
to developing countries. Regarding the accusations
made by American and Western countries against
Russia for the refugee issue, Russia pointed out that
the refugee issue is a tool used by American and
Western countries to put pressure on the Russian
government (RFE/RL).

Russia provides humanitarian aid and supplies
to people in Ukraine, and organizes humanitarian
corridors and the evacuation of civilians from settle-
ments. The details disclosed by the Russian Minis-
try of Defense include documents on the urgent de-
struction of particularly dangerous pathogens such
as plague, tularemia, cholera and other deadly dis-
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eases, which not only attracted widespread attention
from the international community (Popova, Fedori-
nov, 2018: 16).

In the highly developed information age, the
international community is facing more and more
pressure from public opinion. The victims of the
Russia-Ukraine conflict far exceeded the country
concerned, which had a major impact on the inter-
national community. Russia used the “laboratory
storm” to unite international forces that wish for
peaceful development. Occupying the commanding
heights of public opinion in the international com-
munity becomes an important means of safeguard-
ing national interests and dismantling Western sanc-
tions. However, the use of online media by Russia
and American and Western countries to transmit
fragmented information on moral issues can lead to
distorted news media, confusion about the truth in
the international community, polarization and con-
frontation, and instability in international relations.

Third, the information warfare between Rus-
sia and the United States has evolved from “mutual
fighting” to “mutual blocking”. Both sides of the
game have strengthened the management, control
and even blockade of official and unofficial media
in order to block its transmission channels. Com-
pared with the communication capabilities during
the Color Revolution and the Russia-Georgia War,
Russia demonstrated rapid and effective information
dissemination during the Ukrainian crisis in 2013,
which to a certain extent influenced the agenda set-
ting of Ukraine and Western countries in media re-
ports. Although the United States has advantages
in the field of information propaganda, it does not
have overwhelming influence. Russia’s preemp-
tion broke the Western media’s monopoly on the
global news agenda, thus largely eliminating the
West’s right to speak on the Ukraine issue. In the
end, Russia achieved Crimea’s entry into Russia
with a “blitzkrieg”. In the Russia-Ukraine conflict in
2022, American and Western countries have learned
from the experience and lessons of information pro-
paganda in the Ukraine crisis in 2013, have always
paid close attention to the Russian media, and used
various means to suppress Russia’s information
strategy. In the early stage of the conflict, American
and Western countries warmed up public opinion
through domestic and foreign communication, and
sanctioned relevant media organizations, thereby
curbing the voice channels of Russian media.

In recent years, Russia has become more and
more discourse power in the fields of information
propaganda and public opinion guidance. Russia’s

information capabilities during the Ukraine crisis
in 2013 alarmed the United States. American and
Western countries use various means to decipher
and suppress Russia’s information strategic means
and transmission channels. In fact, the media in
American and Western countries manipulated social
media. On the one hand, they publish a lot of news
that is not good for Russia. On the other hand, they
restrict the Russian media’s voice at the official lev-
el. Let us present a typical approach to the problem
of ending a war in the information “game” of the
conflicting parties. Western media regularly write
about this. One such opinion by Todd C. Helmus
and Andrew Radin in the Western edition of United
Press International: “Keeping Russians Informed
About Ukraine Could Help End This War. Light will
win over darkness.” President Volodymyr Zelensky
of Ukraine spoke these words in his stirring ad-
dress to the United Nations, and U.S. President Joe
Biden cited these same remarks during his State of
the Union address in emphasizing U.S. support for
Ukraine. Russian President Vladimir Putin is shield-
ing his people from what is actually happening in
Ukraine, and the West’s rationale for inflicting dam-
aging sanctions. (Helmus & Radin, 2022).

Conclusion

Based on the development history of Russia and
the United States and the changes in bilateral rela-
tions, the structural contradiction between Russia
and America cannot be resolved in a short period
of time, and will continue for a long period of time.
The “restart” of the relationship between the two
countries depends on the United States’ tolerance
Russia with great power and the adjustment of the
US global strategy.

Currently, Russia’s relations with America and
Western countries are at a historically low point.
The mistrust and conflict between the two sides
will reach a peak in the Russia-Ukraine conflict in
2022. Moreover, this uncertain relationship poses
greater threats and challenges to the international
community. Russia-Ukraine conflict is an all-round
superpower game, including hard power competi-
tion based on military and economic strength, and
soft power competition represented by “information
warfare”.

Under the current communication pattern, the
United States uses its communication advantages to
formulate game rules in line with its own interests
and standards, thereby gaining a dominant position
and initiative in international relations. In terms of
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tactics, the American and Western countries gained
certain advantages. In terms of overall strategy, the
information game has complications.

Western news media are no longer neutral in-
stitutions, and their credibility in international pub-
lic opinion has been destroyed. At the beginning,
Russia lost in the entire field of public opinion. The
situation in Russia-Ukraine and the international
community is complicated as the fighting advances
and actively shapes the agenda. There are still many
uncertainties for both sides of the game to achieve
their strategic goals stably.

As a pivotal country in the region, Ukraine not
only affects the evolution of US-Russia relations
and the establishment of the Eurasian regional or-
der, but also has a bearing on the security and stabil-
ity of the entire European region (Shuangmei, Yang
2022: 62).

The comprehensive escalation of the Ukrainian
crisis in 2022 is not only the first event in the mobile
Internet era. Important international conflicts have
also opened up a new model and new battlefield
for the United States to manipulate public opinion
against other countries. The U.S. media closely co-
operates with the U.S. government by manipulating
the image of Ukraine and Russia in the crisis.

The media makes full use of the “scenario plus
media” mode of communication. Through the scene
design of the identity of the weak in Ukraine, the
introduction of the role of the scene to support the
weak, and the use of the all-media scene narrative
mode combined with the pluralistic social subjects
of Ukraine (Xuanhao, Shi. 2023:65-66).

The information game under the Russia-Ukraine
conflict made the international community more
confused about the truth, and intensified the stra-
tegic mutual suspicion. With sharp major power
relations, the international political, economic and

geopolitical pattern will have a major impact in the
future (Jiemian, Yang. 2022: 60).

In the field of information, most countries in the
world have participated in this conflict, forming the
principle of “no support is opposition”. Therefore,
the Russia-Ukraine conflict can be considered a
“world war” in the field of information. Whatever
the outcome of Russia-Ukraine conflict, the endless
information warfare between Russia and the United
States will continue.

Studying the U.S. public opinion war against
Russia in the Russia-Ukraine war will help to en-
hance China’s confidence in dealing with the U.S.
public opinion war in many ways and better safe-
guard China’s national security and national inter-
ests.

The influence of the information game as soft
power is to use the power of the media to set an in-
ternational agenda in line with the interests of the
country, so as to give the government’s political
behavior a “reasonable, just, and legal” meaning,
and to gain the understanding and support of public
opinion at home and abroad.

In global competition, mass-media and strong
public opinion has become an important guarantee.
In view of the structural and long-term characteris-
tics of the game between Russia and American and
Western countries, the information game between
the two sides will continue to increase. According to
Zhen Hua, the study of the US’s discourse manipu-
lation and scene dissemination of Russia’s public
opinion war in this crisis will help to learn from the
experience of the US media in using new commu-
nication technologies for international communica-
tion. This crisis will help to improve the confidence
in responding to the public opinion war on China-
related issues, and better safeguard national security
and national interests (Zhen Hua, 2023:83).
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